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Abstract

Decision No 1313/2013/EU on a Union Civil Protection Mechanism (UCPM) calls
Participating States to develop risk assessments periodically and make the summary of

their National Risk Assessment (NRA) available to the European Commission as a way to

prevent disaster risk in Europe. In order to facilitate countries on this task, the European
Commission developed the Guidelines on risk assessment and mapping. In spite of these,

the summaries received have revealed several challenges related to the process and t he
content of the assessments

The current report aims to provide scientific support to the UCPM participant countries in

their development of NRA, explaining why and how a risk assessment could be carried

out, how the results of this could be used for Di saster Risk Management planning and in
general, how science can help civil protection authorities and staff from ministries and
agencies engaged in NRA activities. The report is the result of the collaborative effort of

the Disaster Risk Management Knowled ge Centre team and nine Joint Research Centre
expert groups which provided their insight on tools and methods for specific risk
assessment related to certain hazards and assets: drought, earthquakes, floods, terrorist
attacks, biological disasters, critica | infrastructures, chemical accidents, nuclear accidents
and Natech accidents.

The current document would be improved by a next version that would include scientific
guidance on other risks and the collaboration of potential users.



Executive summary

The purpose of this report is to provide a scientific support to Union Civil Protection
Mechanism participating states and national authorities in charge of the preparation of
National Risk Assessment process as well as disaster risk management planning in
general. The scope of the report is to collect scientific contributions to the potential
update of the guidelines "EU Risk Assessment and mapping guidelines for disaster risk
management” (Commission Staff Working Paper, 2010) . The focus of the report narrows
down into recommendations in terms of instructions for robust and usable approaches for

the risk assessment process in the context of National Risk Assessment to inform disaster

risk management planning. Potential users of the document are civil protection
authorities and ministries at European countries engaged in the National Risk Assessment
process, and indirectly also technical staff and policymakers from agencies as well as
research groups dealing with disaster risk reduction issues. The overall aim is to
maximize the national capacity of a country in achieving the objectives National Risk
Assessment process with the current knowledge, best available data, and already
existing risk information.

Policy context
Decision No 1313/2013/EU on a Union Civil P rotection Mechanism ' (UCPM) calls

participating states to develop risk assessments periodically (by 22 December 2015
and every three years afterwards) and make the summary of their National Risk
Assessment (NRA) available to the European Commission every t hree year s.

National risk assessment  processes should be fully embedded in the national sustainable
development strategies, and they should address all relevant issues and EU
directives/policies , such as :

b The EU Flood directive (Directive 2007/60/EC)
b The Seveso lll directive (Directive 2012/18/EU )

b The European programme for Critical Infrastructure ( Council Directive
2008/114/EC)

b EU Solidarity Fund  (Council Regulation (EC) No 2012/2002 )

b EU strategy on adaptation to climate change (COM(2013)216)

b Directive on serious cross  -border threats to health (Decision No 1082/2013/EU)

b The European programme for Critical Infrastructure (Council Directive

2008/114/EC)

b Council Directive 2013/59/Euratom laying down basic safety standards for
protection againstt  he dangers arising from exposure to ionising radiation

b Council Directive 2014/87/EURATOM amending Directive 2009/71/Euratom
establishing a Community framework for the nuclear safety of nuclear
installations

At a global level, by reinforcing a risk -informe d approach to policy -making , the EU is
contributing to the implementation of the UN Sendai Framework for Disaster Risk
Reduction, the Paris Agreement on climate change, the New Urban Agenda, and the
overarching UN 2030 Agenda for Sustainable Development.

1 ucpm legislation is undergoing the revision process to strengthen EU civil protection response capacities to
disasters with rescEU and stepping up disaster prevention and preparedness



Main findings

National Risk Assessment  (NRA) is a demanding process and presents a challenge for
each and every Member State in terms of resources, time and complexity. The
complexity is introduced through the multi -disciplinary nature of the disaster risk
assessment that requires the involvement of many affected sectors and parties from
different communities to consider their perspective, information, experiences and

knowledge . The NRA process aims to find a common understanding with all relevant
stakeholders of the risks faced and their relative priority in a transparent way to make
disaster risk management ( DRM) planning efficient and to increase the country's

resilience  in a steady but timely manner.

National Risk Assessment is a compound of many processes of risk assessment

Different hazards as well as different assets require very d ifferent analysis of their risk.
In order to support the integrated DRM approach there is a need to compare risks across

hazards and to underst  and the different drivers of risk. From a scientific point of view we
are facing two main challenge s:

1. having consistent disaster risk assessment processes where risks arising from
different hazard s as well as the consideration of  different assets can be compared or
aggregated ;

2. having the understanding of how underlying risk drivers and capacities define the
level of risk.

Key conclusions

Risk comparability should be treated in the context of risks in a multilayer single -
hazard framework. Knowing the differences among risk assessment approaches related

to different hazards/assets will eventually help us to find the most appropriate  framework
covering all hazards/assets in terms of terminology, set of methodologies, risk metrics,
data needed and results required for further treatment of risk. Harmonising and
standardising the assessment as well as the risk metrics among different hazards is the

first step towards a multi hazard assessment. For multirisk assessment  approach better
understandin g of the interactions between the hazard (cascading effects) and the
different vulnerability level s is required .

The issues regarding better understanding of underlying risk drivers and

capacities can be dealt with  a better knowledge base of the risk, the availability of data
to describe the hazard, the exposure and vulnerability as well as the development oft he
risk analysis methodologies that enables to model the links between underlying risk

drivers and capacities, ri sk components and risk levels. The disaster loss databases are

of major importance. For example, by using losses from past events it is possible to
identify and quantify a wide range of socio -politic -economic as well as physical drivers
associated with the vulnerability.

Related and future JRC work

The Disaster Risk Management Knowledge Centre (DRMKC) aims to provide Participant
States in the UCPM  support to carry out disaster risk management activities . This report
starts the process of involving the scientific community to help overcome obstacle s that
national authorities in charge of the preparation of the NRA process are confronting.
DRMKC is providing also a database of DRM research projects and results (Project
Explor er), running a process of publishing periodic Science report s (Science for DRM
2020 ) to create a collective knowledge base in a format to be used by disaster risk
management authorities, such as civil protection and policy -makers . DRMKC is
developing a holistic repository of risk information (Risk Data Hub) to link research

results with policies, disaster loss data (past) with risk assessment (future), and
governance at European with local level as well as support ing the development and
monitoring of  disast er risk reduction ( DRR) strategies.



This report is the result of the collaborative effort of the Disaster Risk Management
Knowledge Centre team and 9 Joint Research Centre expert group s from 5 different units
(E1, E2, E4, E7, G10) to cover drought, earthq uakes, floods, terrorist attacks, biological
disasters, critical infrastructures, chemical accidents, nuclear accidents, and Natech
accidents risks. Expert groups provide  structured advice for risk assessment in a single -
hazard framework . In forthcoming versions (this is Version 0) the focus will be shifted to

the assets to be protected . Potential impacts on specific asset s arising from dif ferent
hazards will be compared , calling for stronger collaboration among different expert
groups. The aim is to find common risk metrics  and making multihazard risk assessment
feasible. Next version will expand in a number of disaster risk scientific communities
involved to introduce risks herein not mentioned, such as forest fires risk, extreme
weather risk , cyber secu rity risk  or hybrid threat , that are also identified among the
most frequent disaster risks among Member States ( MS) according to the last EU risk

overview (Commission Staff Working Paper, 2017).

Quick guide

This report attempt s to answer the question of why and how to do a  risk assessment,
how to use the result s of risk assessment within the NRA context and how science can

help. First, we discuss what the NRA is, the role of risk assessment processes therein ,
and how to tackle t he whole process at the national level. Then we introduce the risk
concept and risk metrics to establish the common understanding of risk and identify the

most important scientific input s for the disaster risk management planning. Afterward s,

we describe t he common steps in risk assessment process based on ISO 31010 (2018) to

improve the coherence and consistency among the risk assessments and eventually

assure that different risk assessment processes fit into NRA and as such, NRA could

provide a useful out put for decision makers in the process of disaster risk management
planning. Then we summarize the challenges of different expert groups . Finally, the
contributions  of 9 expert groups explain the process of disaster risk assessment related
to certain hazard or certain assets in the following order: drought, earthquakes, floods,
terrorist attacks, biological disasters, critical infrastructures, chemical accidents, nuclear

accidents and Natech accidents .
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1 Introduction

Decision No 1313/2013/EU on a Union Civil Protection Mechanism 2 (UCPM) calls
participa ting states * to develop risk assessments periodically (by 22 December 2015
and every three years afterwards) and make the summary of their National Risk
Assessment (NRA) available to the European Commission every three year s. NRAs
identify and assess the disaster risk of  the natural and man -made hazards, which would
require a response at a national or supra -national level. The aim of the periodic  reporting
is to promote an  effective and coherent approach to prevention of and preparedness for

disaster s by sharing non -sensitive risk information and best practices within the Union
Mechanism.

In 2011 the Council * asked the Commission to develop an overview of natural and

man -mad e disaster risks in the EU b ased on national risk assessments. Based on the
documents shared by Member States in 201 3 (first exercise) , the European Commission
produced the first overview of the risks that EU may face (Commission Staff Working

Paper, 201 4) and based on the documents shared by Member States in 2015 (second
exercise), the European Commission produced already the second overview (Commission

Staff Working Paper, 201 7). NRAs are, therefore, the most important disaster risk
evidence for identifyi ng the landscape of disaster risks across Europe which is an
essential input to reinforce the collective ability to prepare and respond to disasters in
Europe. Most importantly, NRAs also ensure a common understanding , with all relevant
stakeholders, of th e risk s faced in a country and their relative priorit ies. The evidence
extracted from the exercises serve as base for an integrated approach to disaster risk
management , linking prevention, mitigation, preparedness , response , recovery,
restoration and  adaptation actions .

In order to facilitate Member States' actions in these areas , the Commission develop ed
the guidelines "EU Risk Assessment and mapping guidelines for disaster risk
management" (Commission Staff Working Paper, 2010) in a concerted action with
Member States to ensure better comparability between methods and results

The last NRA reporting revealed how challenging it was for Member States (MSs) to do
National Risk Assessment despite the guidelines due to the diversity in disaster risk
manage ment ( DRM) governances that are in place around Europe , and, most
importantly, due to the different level of available risk information (hazard, exposure,
vulnerability, coping capacity, disaster losses) and experiences from the past risk
assessment effort s in each country. Especially the latter can benefit a lot from the

scientific input. So enhanced disaster risk understanding would make the  follo w-up
decision making more evidence based . The more complete and advanced the NRAs are
the more effective the e  xercise is in both, at the National and the European level . MSs

have already expressed through different meetings the need for an updated and more
detailed version  of the guidelines that date back to 2010.

The first in a series of periodic report s "Science for disaster risk management 2017:
knowing better and losing less" [Poljan gek et al., 2017] started the continuous process of
summarizing knowledge globally across the disciplines and ma de it available to the
DRM community. In the light of  this report the process of risk assessment calls for a
more collaborative approach across sectors , a multihazard risk assessment, and more
tools for prioritizing and for risk mapping to help policymakers to develop evidence base
regional and global disaster risk reduction ( DRR) frameworks. All of these require extra

2 The European Union Civil Protection Mechanism (UCPM) was established to promote swift and effective

operational cooperation between national civil protection servi ces. It has two main objectives. Firstly, it
aims to strengthen the cooperation between the Union and
plus six non -EU countries). Secondly, it aims to facilitate coordination in the field of civil protection i n order
to improve the effectiveness of systems for preventing, preparing for and responding to disasters (EN,
2016).
% In this report Member States (MSs) will refer to participating states of UCPM
4 Council conclusions on a Community framework on disast er prevention within the EU, 2979th Justice and

Home Affairs Council meeting, Brussels, 30.11.2009.

11

t

he

ucC



resources and expertise to take up new challenges such as data, standards and
guidelines, risk assessment methodologies and risk metrics, for better understanding of
limitations and uncertainty. There fore, itis important to take necessary action not only to
improve knowledge base on disaster risks but, above all, facilitate the sharing of
knowledge , the results of scientific research, best practices and information which is
already identified as the m ain prevention priority of the UCPM as well as of the Sendai
Framework for Disaster Risk Reduction (UNISDR, 2015)

Many of these challenges have been tackled by the Disaster Risk Management
Knowledge Centre (DRMKC), an initiative of the European Commission launched in
2016. The DRMKC provides a networked approach to the science -policy interface in
disaster risk management fostering partnership, collective knowledge and innovative
solutions . The DRMKC bring s together different European Commission's services,
European countries and different communit ies, experts, practitioners and policymakers ,
within and beyond the EU dealing with disasters to manage disaster risk in a more
coordinated way , linking prevention, mitigation, preparedness, response, rec overy,
restoration and adaptation actions . The DRMKC aims to integrate and consolidate existing
scientific multi  -disciplinary knowledge  to provide solutions for existing needs as well as to
identify gaps to guide new research programs . The DRMKC also addre sses cross -cutting
topics to allow an enhanced coordination across policies to increase their effectiveness.

The DRMKC fosters partnership , co-develop collective knowledge and support
innovative solutions through a variety of activities ~ which can in many  ways benefit the
NRA process . DRMKC is providing a database of DRM research projects and results
(Project Explorer °), is running a process of publishing periodic Science report s (Science
for DRM °) to create a  collective knowledge  base in a format to be used by disaster risk
management authorities, such as civil protection and policy -makers , and is developing
holistic repository of risk information (Risk Data Hub ") to link research results with
policies, disaster loss data (past) with r isk assessment (future) , and governance at
European level with local level as well as support ing the development and monitoring of
DRR strategies .

1.1 The purpose, scope and the focus of the report

The purpose of th is report is to provide scientific suppor t to UCPM participant
countries and national authorities in charge of the preparation of the NRA process as well
as to as well as to link the NRA exercise to the whole disaster risk management planning

The scope of the report is to collect scientific contribution s to the potential update of

the guidelines "EU Risk Assessment and mapping guidelines for disaster risk
management" . The main goal of the guidelines is to improve coherence and consistency
among the risk assessments undertaken in the Member St ates at national level and to
make these risk assessments more comparable between the Member States. In view of
this, the objectives of existent guidelines are still relevant and can be used as an input
for this report , especially if brought up to date:

b improve the use of good practices and international standards across the EU and
help to gradually develop coherent and consistent risk assessment methodology
and terminology;

b enhance coherence across the different disciplines dealing with disaster risk
asse ssment;

b provide a risk management instrument for disaster management authorities, and
also other policy -makers, public interest groups, civil society organisations and

5 https://drmkc.jrc.ec.europa.eu/knowledge/Projects -Explorer#project -explorer/631/projects/map
S https://drmkc.jrc.ec.europa.eu/knowledge/Challenges -Sharing
7 https://drmkc.jrc.ec.europa.eu/risk -data -hub
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other public or private stakeholders involved or interested in the management and
reduct ion of disaster risks;

b inform the debate in international fora (Sendai Framework for Disaster Risk
Reduction, Sustainable Development Goals, UNFCC Paris Agreement);

b contribute to the development of knowledge -based disaster prevention policies at
different levels of government and among different policy competencies, as
national risk assessments involve the integration of risk information from multiple
sources;

b inform decisions on how to prioritise and allocate investments in prevention,
preparedness and rec onstruction measures;

b contribute to the raising of public awareness on disaster prevention measures;

1 contribute to a risk assessment and mapping process across the EU which can
serve as a basis for the overview of the major risks the EU may face in the fut ure;
1 contribute to the information required to establish an assets database for
emergency assistance.

The focus of the report narrows down into recommendations in terms of instructions
for robust and usable approach es for the risk assessment process in the context
of NRA to inform disaster risk management planning

Our aim is to make NRA relevant, robust, sound and technically accurate (Abt et al,
2010). Based on the review of NRAs given by countries at 2015 (Commission Staff
Working Paper, 201  7), it was concluded that:

b The dynamic nature of risk is not well covered, not considering how the risk
factors change, and how those support DRM planning and finally action.

Emerging risks are not always identified.

The scope of the exercise in time is too sh ort to facilitate prevention and cross -
sectorial/trigger events.

b Quantitative approaches should be boosted in order to replicate and compare
results at EU level.

Potential users of the documents are principally civil protection authorities , ministries and
agencies, and research groups at European countries engaged in the NRA  process. The
aim is to maximize the national capacity in achieving the objectives above with the
current knowledge, best available data, and already existing risk information in the

country .

1.2 The structure of the report

The report answer s the question of (1) why and how to do a risk assessment , (2) how to

use the result s of risk assessment within the NRA context and (3) how science can help.
The report is the result of the collaborative effort of the Disaster Risk Management
Knowledge Centre team and nine Joint Research Centre expert groups who provided their

insight on tools and methods for specific risk assessment related to certain hazards and
assets .

The first chapter provides the int roduction , the second chapter discuss es what the NRA
is, the role of risk assessment processes within, and how to tackle the whole process at
the national level. T he third chapter introduce s the risk concept , the importance of the

risk metrics in order to establish a common understanding of risk and identif ies the most
important scientific input for the disaster risk management planning. T he fourth chapter
describe s the common steps in risk assessment process based on ISO 31010 (2018) to

improve the coheren ce and consistency among the risk assessments and eventually
assure that different risk assessment process es fit into NRA. The fifth chapter
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summarize s the challenges put forward by different expert groups . Finally, their
contributions on  specific risk assessment related to certain hazard S or certain assets are
introduced in the chapters 8-16 in the following order : drought, earthquakes, floods,
terrorist attacks, biological disasters, critical infrastruc tures, chemical accidents, nuclear
accidents and Natech accidents .

8 Natech accidents are  natural -hazard triggered technological accidents
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2 National Risk Assessment

In orderto reach a common understanding among stakeholders of the risks faced in
a country, NRAs identify and assess natural and man -made disaster risks that require a
response at national or supra  -national level . NRAs should enable to understand

b the relative importance of different risks for a given country ,

b how underlying disaster risk drivers relate (Chapter 3) to components of r isk to
address a range of measures to reduce risk.

Only then, the design of DRM policies, regulations and measures can be prioritised to
optimally arrive to societally acceptable levels of risk and the resources to manage
disaster risk are efficiently all ocated.

Risk is treated particularly to the hazard that materializes and impacts the assets, if
possible, and at the level of asset, considering the characteristics of it when facing a
hazard.

The related actions would encompass considering the asset and the hazard that emerge
in the different phases of DRM (prevention/mitigation, preparedness, response and
recovery).

Figure 1. UCPM strategy for disaster risk management planning : National Risk Assessment  (point
1) and Risk Management Capability Assessment (point 1, 2, 3)

1. NATIONAL RISK ASSESSMENT

Governance
Context
IDENTIFICATION
PROCESS OF
RISK ASSESSMENT | ANALYSIS |
(IS0 31010)
EVALUATION

OUTPUTS FOR COMMUNICATION WITH SUMMARY FOR
DRM RESPONSILBE DECISION MAKERS
Risk Treatment
2. DISASTER RISK MANAGEMENT PLANNING

3. IMPLEMENTING RISK PREVENTION AND PREPAREDNESS MEASURES

Source: Authors

National risk assessment is a process much wider than the process of
assessment of one risk (Figure 1). National Risk Assessment is a compound of many
processes of risk assessment. Different hazards as well as different assets require very
different analysis of their risk. To ensur e the successful aggregation of the results of
different risk assessment and useful outputs, NRA should at the beginning of the process
accommodate:

b the governance model  (Chapter 2.1),

b the context for each and every risk assessment process (Chapter 2.2),
b the protocol for the aggregation process of the risk assessment results (Chapter
2.3) and
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b the format of the outputs for communication with authorities and stakeholders
(Chapter 2.4).

Furthermore, NRA is part of Risk Management Capability Assessment [Commission Staff
Working Paper, 2010] where NRA ( Figure 1) is integrated into the whole disaster risk

management cycle: risk assessment, risk man agement planning, and the implementation

of risk prevention and preparedness measures .

Disaster risk management planning sets out the specific objectives for reducing
disaster risk with related actions to accomplish these objectives. It should consider the
future improvements as well as how they can be coordinated within relevant

development strategies, resources allocation and programme activities. Furthermore,
linkages to sustainable development and climate change adaptation plans should be
made where pos sible.

Implementing risk prevention and preparedness measures includes the allocation
of responsibilities and resources, the monitoring duties (such as loss and damage
collection after the disaster happens) as well as an evaluation and lessons learned

proc ess.

2.1 Governance of National Risk Assessment

The multi -disciplinary nature of the disaster risk assessment require s information and
knowledge of many parties from different communities to conduct the comprehensive
process of NRA . A robust and flexible governance model of NRA in which one
authority has the mandate to coordinate all parties involved is essential . The goal of
the governance model of NRA is to enhance coherence across portfolios and to create a
working environment based on the same set of evidences.

The governance model of NRA should consist of a number of working groups for
different types of natural and man -made hazards as well as for  different assets consisting
of scientific experts, practitioners and representatives from all relevant se ctors and
governments departments or agencies responsible for DRM planning. The goal is to have
at the same table data provider s, end -users, and all technical support. The National
Platforms for Disaster Risk Reduction as promoted by the UNISDR (2017 a), are an
examp le of a national mechanism for coordination and policy guidance on disaster risk

reduction that is multi -sectoral and inter -disciplinary in nature, with public, private and

civil society participation involving all concerned entities within a ¢ ountry. It is often the
case that national platforms are also the best s uited to link the Sendai Framework for
Disaster Risk Reduction with other strategies, such as the Sustainable Development

Goals (SDG, 2015), the UNFCC Paris Agreement (UN, 2015), and the Covenant of Mayors
(2008).

Top down coordination is importan t to establish priorities but bottom up
approach es should not be neglected either. Each process of risk assessment is
performed by a technical team that should not work inisolation . Each process of risk
assessment should be  conducted collaboratively with stakeholders and interested parties,

including central and region al levels of government and specialised department s and
drawn on the knowledge and views of all involved. Only then the ris k assessment
processes can be carried in the context of NRA. It is a matter of:
1 getting relevant, appropriate and up -to-date information and input data for the
analysis ;
91 identifying risk and applying proper risk metrics and be aware of risk criteria
(acce ptable risk) which is largely a political decision ;
1 understand ing which are the assets to be protected and which are the potential

impacts that are of main concern ;
supporting the  design of realistic risk scenarios and
provid ing useful and usable results.

= =4
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In an ideal case they should be fully embedded in national sustainable development

strategies, they  should address all relevant issues and EU directives /policies and they
should enjoy the support of all stakeholders/sectors from the beginning of the risk
assessment process . Relevant EU policies , among others , are (Marin Ferrer et.  al, 2018 ):

b The EU Flood directive (Directive 2007/60/EC ),
b  The Seveso lll directive (Directive 2012/18/EU ),

b The European programme for Critical Infrastructure (Council Directive
2008/114/EC)
EU Solidarity Fund  (Council Regulation (EC) No 2012/2002 ),
EU strategy on adaptation to climate change (COM(2013)216) ,

Directive on serious cross  -border threats to health (Decision No 1082/2013/EU)

2.2 Context of National Risk Assessment
The NRA governance identifies the context with the support of all involved stakeholders .
The context defines the commonalities  of all risk assessment processes related to all

stages (Chapter 4) and assure s the consistenc y and comparability of results, essential for
the risk aggregation. All parties involved should at the start of the process agree on:

b  What needs to be protect ed in the country T the list of assets that should be
considered in the risk assessment process es, such as population, buildings,
infrastructure, environment , etc., that are broken down to a level of detail
meaningful for making decisions and allowing to assign vulnerabilities

b  Which arethe hazard s that the country is exposed to T the set of scenario
for different hazards and different probabilit ies (likelihood) of occurrence (discrete
values) . Consideration should be given to both, extensive, frequent, low -impact
and intensive, occasional, high impact events

b Which are the risks to be considered , thatis , the potential impacts , direct
and indirect , and what are the risk metrics to measure them : human impact,
economic impact, environmental impact and political/social impact . The criteria for
selection are based on the assets to be protected and the values they present.

b What is the time window for the potential impacts to be considered T the
temporal horizon of risks to be assessed is decided. T he process should consider
risks that may occur in  the immediate future (1 -5 years) and in the long term
(25 -35 years) to accommodate the prioritisation of high probability/low impact
events and low probability/high impact events , respectively . Long term periods
are also considered to identify emerging risk, such as climate change, also cyber
secur ity , volatilit y of geopolitical la ndscape, etc. °. With enlarging the time window
for the scenarios  also more distant  direct and indirect impacts  should be covered
and with considering more than one time window, information can be included to
propose prevention and recovery measures.

b Classification of impact and likelihood levels should be defined (Chapter 2.4).
The choice of the criteria for classes is largely a political decision. The selection of
criteria is related  to the risk tolerance in the country. For example, one country
might define "insignificant" a human impact of 10 fatalities while the other no
fatalities. T he number of classes depends on the expected uncertainties
introduced mainly through different risk assessment approaches : higher the
uncertainties, smaller the number of classes introduced. The impact classes are
defined for each type of impact and are derive d from impact criteria . In case of

® Insurance and reinsurance companies monitors the evolution of the risk landscape on a continuous basis
(Swiss Re SONAR: New emerging risk insights ) protect their clients and themselves against undue
uncertainties, but many of identified future risks unveiled could be also of national concern
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likelihood levels it is recommended to carefully select a li kelihood scale that can
effectively cover the risks of intensive as well as extensive disasters

b Quality criteria in terms of acceptable level s of uncertainty arising from the
input data and models used in different stages of risk assessment (Chapter 4):
from the identification of events and scenarios to analyse to the evaluation of risk
(Zio and Aven, 2013). Uncertainty, though, can provide interesting information for
the exercise and for future actions to implement t he management of  risk. Some
frameworks can be found in the literature to guide scientists and other
stakeholders to deal with it (Refsgaard et al., 2007; van der Sluij, 2005; Walker et
al, 2003).

b Design of a protocol for the use of expert opinion and for the design of a
procedure to document the whole process of the risk assessment process to
assure transparency and consistency

b Risk criteria need to be agreed on in order to be used in the risk evaluation
stage (Chapter 4.4) as aterm of reference against which the significance of a risk
is evaluated and determine whether the ri sk assessed is acceptable or not

However, partial knowledge of risk criteria should be known in advance as they
dictate the risk metrics (Chapter 3) and level of detail (resolution).

With p eriodic reporting (every three years) the context should be updated. Risk is
dynamic and it should be treated as such. The start of the new NRA proce ss is also the
opportunity for  improvements:

to introduce experiences gained from previous NRA s,

further development in the datasets and risk assessment methodologies
changing hazard landscape due to climate change and emerg ing risks as well as
considering increased DRM capacities due to i mplemented risk prevention and
preparedness measures .

f
f
f
f

Box 1 . UNISDR Definitions (UNISDR, 2018): extensiv e disaster risk, intensive disaster risk
Extensive disaster risk

The risk of low -severity, high -frequency hazardous events and disasters, mainly but not
exclusively associated with highly localized hazards.

Annotation: Extensive disaster risk is usually h igh where communities are exposed to,
and vulnerable to, recurring localized floods, landslides, storms or drought. Extensive
disaster risk is often exacerbated by poverty, urbanization and environmental
degradation.

Intensive disaster risk

The risk of hi gh-severity, mid - to low -frequency disasters, mainly associated with major
hazards.

Annotation: Intensive disaster risk is mainly a characteristic of large cities or densely
populated areas that are not only exposed to intense hazards such as strong
earth quakes, active volcanoes, heavy floods, tsunamis or major storms but also have
high levels of vulnerability to these hazards.

2.3 The aggregation process of National Risk Assessment

National Risk Assessment is a compound of many processes of risk assessment. The
process of risk assessment is an approach to estimate the potential impacts, their

levels and probabilities of occurrence. The results of risk assessment s covering different
types of hazards and different asset types are often presented with a different risk
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metrics . To derive to the potential impacts at the national level for different hazard types
and different probability of occurrence, the results of different risk assessments are

subject ed to high level of aggregation (Figure 2).
Even more, the risks related to the same scenario may be the results of different risk
analysis methodologies, qualitative, semi -quantitative  or quanti tative. For that reason it

is suggested in European g uidelines ( European Commission , 2010) to use risk matrices
(Chapter 2.4) to illustrate comparative risks derived from different risk analysis
methodologies in a complementary way. For that purpose, the results of a fully
probabilis tic approach are downgraded . For example, itis  assumed that the probability of
impacts equals the probability of the event.

The scale (granularity) and the scope (coverage) of risk assessments  are dictated
by the NRA context and guide the choice of the RA methodologies. The scale is defined

with a level of detail which allow s estimating the relative importance of the impacts,
while the scope is national or appropriate sub  -national . Furthermore , the risk assessment
methodologies vary depending on available data on hazard, asset s and vulnerability, the
impact to be assessed and the further use of the results , as well as available resources
and time. However, RAs should be always considered in the context of NRA s to enable
the aggregation process lead ing to results which are usable, useful and used by those

who are responsible for DRM.

The result of the  aggregation process (Figure 2) are the points in the risk matrix
(Chapter 2.4), correlating the aggregated potential impact to the likelihood and hazard of

the scenario . Each risk assessment process focuses on one type of asset exposed to one
scenario and assesses one type of the potential impact. Finally , the assessment should
be made for the potential impacts of all the assets on the list of what each country needs
to protect when exposed to one scenario for a specific hazard type and probability of
occurrence. Then the potential impacts ( the deterministi ¢ value or the expected values ,
depending on the analysis ) of all the assets  are summed. This is the value which is then
categorize d according to the impact classification , present ed in the risk matrix where itis
correlate d tothe likelihood levels of the hazardous event and the hazard type.

Scenario is characterized by hazard type and probability of occurrence (likelihood) . The
number of scenarios for a specific hazard and its likelihood of occurrence depends on the
size of the Member State and the level of advancement (ability of propagating the
uncertainties through the process) of the risk assessment process (Chapter 4.3).
However, for each hazard a set of multiple scenarios with various likelihoods of
occurrence will provide a more complete picture of risk. Scenarios should cover all
significant hazards  of varying likelihood of occurrence.

List of assets should be the same for all scenarios to ensure comparability in terms of
assets included . If the aggregation process becomes too complicated because of the
diversity of risks  addressed , more sub-lists of assets can be prepared. Each sub -list join s
the assets (e.g., only population or only residential buildings) which can be analysed with
the s ame methodologies that can yield comparable results in terms of risk metrics. In
such case each sub -list would have its own risk matrix

Potential i mpacts should be identified within the context of NRA . Risk metrics should
coincide with loss indicators used in the national disaster loss databases . National
disaster loss database s are a set of systematically collected records about disaster
occurrence, damages, losses and impacts. | f the country doesn't have a multihazard
disaster loss da tabase, the reference point should be loss indicator s developed to
measure global progress in the implementation of the S endai Framework for Disaster
Risk Reduction (UN, 2016) .  Furthermore, direct and indirect impacts should be
considered. Ind irect impact s (e.g., flow for the production of goods and services) often
result from direct impact (e.g., physical damage to property ) and a re even more difficult

to assess (De Groeve et. al, 2013 ).

For the sake of aggregation direct and indirect impacts should be c onverted to
monetary value , most often used as a common denominator, which entails the need of
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economic models.  Certain direct or indirect impacts cannot be converted into monetary

value simply because the lost item cannot be bought or repaired for money ( killed,
injured, cultural heritage, extinction of species). Impacts related to population can be

measured in number of persons. Other non -market impacts are difficult to measure and

are called intangible damages. Furthermore , intangible damage is a catch -all term for
even more un defined effects, that are impossible to quantify or are even difficult to

identify , like loss of memorabilia, human suffering, impact on national security and many

other similar factors related to well -being and quality of life (De Groeve et. al, 2013).
Following the guideline s (Commission Staff Working Paper, 2010 ) they are referred to as
political/social impact and can be measured in a qualitative scale of five classes (e.g. 1 -
insignificant, 2 T minor, 3 1 moderate, 4 i significant, 5 - catastrophic) . In that case
each common denominator require s its own aggregation process and risk matrix.

Figure 2: Example of aggregation process es of risk assessment results within NRA for one

scenario.
Hazard — EXP“”F? | Risk = Potential impacts
Vulnerability
WHAT COUNTRY

NEEDS TO PROTECT

———>| Direct Impact 1 |—>| Indirect Impact 1 |
—)l Direct Impact 2 Il—>| Indirect Impact 2 |

“

Scenario
f(hazard, likelihood)

B

———-l Direct Impact i |—>| Indirect Impact i |
\ - . .

———>| Direct Impact n |—>| Indirect Impact n |

n n
FF’{CI)_L,';TNIIANT-IF-{T)I(E ‘ Z | Direct Impact i | + Z | Indirect Impact i
i=1 i=1

Source: Authors

This report (Chapters 8-16) provide s concrete instructions/guidance at the level of single
risk assessment process es focusing on one type of asset exposed to one scenario and
assesses one type of potential impact with defined risk metrics (red arrows in Figure 2).

2.4 The out come s of National Risk Assessment

National r isk assessment provides ev idences for Disaster Risk Management
planning . This is the answer to why doing the National risk assessment in the first place.
But how is this accomplished? The results of NRA should be quantified and presented in a

way that is useful to the stakeholders. So, it matt ers a lot how the results of NRA are
formulated to properly combine information on the level and  probability of potential

impacts . Once these metrics are in hand, disaster risk management strategies can be
assessed.

The format of NRA's results varies and depend s on the risk analysis model s applied and
their ability to propagate the uncertainties arising in different stages of risk assessment
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to the end results. Furthermore, for the purpose of DRM planning it would be great to
compare the potenti

al impacts among spatial (subnational) entities among different
hazards, among different time windows and depending on risk drives and capacities in
place. Considering these, there are different tools for presenting the results that can be
used:

b risk mappi ng, with emphasis  on spatial component of risk

, which allows comparison of risks arising
with temporal

risk matrix from different hazards

b ;
b risk curves component of risk ;
b

risk indices to present the links between risk drives and capacities with risk
compo nents: hazard, exposure and vulnerabilities
Risk mapping is in the form of maps showing the level s and natures of risk, different for
each return period (or annual probability or likelihood) and hazard type (e.g., a GIS map
of the potential impacts ). Risk mapping
extent of risk

is therefore a process of establishing the spatial
Risk matrices are a commonly used f orm for qualitative presentation of risk . tis
employ ed to compare risks from different hazards of specific likelihood

. The r isk matrix
(Figure 3) is a table where one dimension represents the likelihood of the event while
the other dimension categorizes the hazard's potential impact . Classification of impact
and likelihood levels is essential. Sorting the potential impact and the event's likelihood
into classes introduces ranges of estimated values to compensate the uncertainties that
have not been introduced during the analysis. They facilitate the communicat ion the
results of a semi -quantitati ve analysis (Chapter 4.3) and the output of fully probabilistic
analysis . In such complementary way a risk matrix can illustrate comparative risks

derived from different risk analysis methodologies . As such risk matrix is an essent
input for DRM planning (Chapter 4.4).

ial

Figure 3: Risk matrix template. The classification of impact (e.g., from low to high impact:
insignificant , minor, significant, disastrous) and likelihood levels (e.g., from low to high likelihood:
very unlikely, unlikely, likely, very likely),

conversio ns from quantitative values as well as risk
criteria  should be provided within NRA context.
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In case of availability of quantitative data for

the presentation of risk,
be constructed . The risk curve relates

a risk curve can
the level of

impact that will be surpassed in a
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given time period  with the actual probability . It is also called the exceedance probability
curve and it is the usual output of the full probabilistic approach. It is specific for each
hazard type. From the risk curve two useful risk metrics can be derived. The first is the
average annual loss (AAL) , which is the expected loss per year, averaged over many

years and equals the area under ther isk curve. The advantage of AAL is thatit account s
the cumulative damage of small impact and frequent event s next to rare and big impact
event s. It also provide s a useful, normalized metric for comparing the risks of two or

more hazard types, despite the fact that hazards are quantified using different metrics.

The second risk metrics is the probable maximum loss (PML) that describes the
maximum loss that could b e expected in a given time period . Itis a subjective risk metric
as it is associated with a given probability of exceedance chosen by the user that
specifies the acceptable risk level. In case of earthquakes, t he most commonly used
probability of exceedan ce is 10 percent, and the most commonly used time period is 50

years which corresponds to  return period of 475 years. Therefore, PML limits are often
framed in terms of return period 19 As such , PML is relevant to define the size of reserves

that insurance companies or government should have available to manage losses.

Then, there are risk indices , which provide th e opportunity to  explain how underlying
risk drivers and capacities affect disaster risk components and final risk. Risk i ndices
present the relative importance of the risk (e.g ., in terms of ranking) arising from
different hazard s, different drivers and coping capacities within different  spatial (also
subnational ) units . Therefore, risk indices can be used as a risk assessment tool that
unfold s the range of activities to reduce risk . An example of such risk index is INFORM
Global Risk Index (Figure 4) and its version of INFORM Subnational Risk Index  **.

Figure 4: INFORM GRI Conceptual Framework
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Source: Poljansek et. al, 2018

Furthermore, with each process of risk assessment s there should be also an opportunity

to share and explain information on components of risk (hazard, exposure and

10 gstatistically, the loss which has a 10 percent probability of exceedance in 50 years also ha s approximately
0.2 percent probability of exceedance in 1 year, and an effective return period of 475 years. By definition,
the return period is the inverse of the probability that the event will be exceeded in any one year . For

example, the 100 -year hazardous event a 1/10 0 =0. 01 or 1% chance of being exceeded in any one year
™ http://www.inform  -index.org/
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vulnerability)  and underlying risk drivers, risk metrics as well as risk itself , related level s
and probabilities.

Finally, the outcomes of the NRA should be useful for effective decision making by the
authorities responsible for DRM . Therefore, it is highly recommended that they are
involved as a part of the gove rnance body of the NRA from the very beginning when
agreeing on a set of methodologies for analysing risk from various hazards, soasto help
shaping the outcomes in a common format according to their needs for evaluation,
comparing risks and communicating results. Above all , authorities should understand
what has been lost  in the aggregation process  while still being aware of the wealth of risk
information  generated. However, this is also the opportunity to see the gaps and
challenges which hinder the calc ulation or increase the uncertainty of the desired results

Only then the actions  to resolve them (e.g., the need of disaster loss database) can be
taken as part of integrated DRM planning , so that the future NRA processes can be
brought to the next level
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3 Risk Concept and Risk Metrics

Scientific community can help civil protection authorities an d ministries preparing NRA
that will effectively provide scientific evidences for disaster risk management
planning , and as such reach the objectives of EU guidel ines (Chapter 1). This series of
report is an opportunity for scientific community  to:
1 provide the guidance in common understanding of risk , risk concept and risk
metrics (Chapter 3);
1 explain step by step the process of disaster risk assessment (Chapter 4);
1 provide approaches to assess the potential impact and their probabilities
(Chapters 8-16);
1 and provide information on underlying disaster risk drivers and capacities
(Chapters 8-16).
This chapter introduces basis for a common understanding of risk in terms of a  concept
to be followed from the very beginning and in terms of the  results and appropriate risk

metrics to be use din NRA.

Box 2. UNISDR Definitions (UNISDR, 2018): disaster risk assessment, disaster risk, hazard,
exposure, vulnerability

Disaster risk assessment

A qualitative or quantitative approach to determine the na ture and extent of disaster risk
by analysing potential hazards and evaluating existing conditions of exposure and
vulnerability that together could harm people, property, services, livelihoods and the
environment on which they depend.

Disaster risk

The p otential loss of life, injury, or destroyed or damaged assets which could occur to a
system, society or a community in a specific period of time, determined probabilistically
as a function of hazard, exposure, vulnerability and capacity.

Hazard

A process, phenomenon or human activity that may cause loss of life, injury or other
health impacts, property damage, social and economic disruption or environmental
degradation. Hazards may be single, sequential or combined in their origin and effects.
Each hazard i s characterized by its location, intensity or magnitude, frequency and

probability. Hazards include, as mentioned in the Sendai Framework for Disaster Risk
Reduction 2015 -2030 (UNISDR, 2105) biological, environmental, geological, hydro -
meteorological and technological processes and phenomena.

Exposure

The situation of people, infrastructure, housing, production capacities and other tangible

human assets located in hazard -prone areas.

Vulnerability

The conditions determined by physical, social, economic an d environmental factors or

processes which increase the susceptibility of an individual, a community, assets or
systems to the impacts of hazards.

Regarding the terminology ( Box 2) we follow the UNISDR (2018), but to connect all
definitions into one story  , we need to know  the risk concept
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1 What is risk? Risk is a potential loss/impact 2 (Figure 5). The notion of
potential loss requires information of the level of potential loss to be accompanied
with the probability of its occurrence.

1 What is disaster risk assessment ? Disaster risk assessment is an approach for
assessing potential losses. Disaster risk assessment combines the results of
hazard, exposure and vulnerability models . (Figure 6).

1 Howtom easurerisk? A risk metric is the attribute of risk being measured. In
terms of the unit used it coincides with loss indicators. Impacts/losses are the
output of risk assessment models. Therefore , the disaster loss databases can be
used to validate the res  ults of disaster risk assessments. Risk metric s should also
allow conveying the probability of occurrence re lated to each level of impact.
When following the probabilistic approach, t hese can be summarized through
annual average loss (expected loss per yea r) and probable maximum loss
(maximum loss that could be expected corresponding to a chosen likelihood) both
derived from the exceedance probability curve (also known as risk curve)

Figure 5. What is risk?

RISK is a POTENTIAL LOSS

The past has LOSSES " The future has only RISK
In terms of time

Source: Authors

Figure 6. What is disaster risk assessment?

Disaster risk assessment is an approach for assessing potential losses

Source: Authors

Ideally , risk metrics are related to the asset and not to the hazard. However , different
approaches differ substantially according tothe hazard or asset in question. Collaboration
among experts from different field s should be encouraged not only to transfer the

2 |Losses are subset of impacts. Impacts are negative and positive consequences of hazardous event, while
losses are only negative one. (De Groeve et.  al, 2013)
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existing methods and models that work in one field and might be applicable in other S,

but alsoto find common risk metrics . Such harmonisation is needed
b to fin d a way to more coherent and consistent RA methodologies to make risks
arising from different hazards comparable and to make risks arising from the
same hazard in different regions comparable (cross -border and regional risk) ;

b tounderstand the relative im portance of different risks for a given region ;
1 to assist decision makers in DRM in their prioritising of DRM planning and
actions .

Furthermore, common risk metrics offer even more possibilities of application (Figure 7)
and all contribute to more effective and transparent disaster risk management planning

as long as the users are familiar with the limitations and uncertainties related to the
methodologies for assessing the potential impacts

Figure 7. The advantages of common risk metrics.

Sectorial and Concrete result
better facilitate the of disaster risk
management assessment
Related to the asset A tool for

communicating risk
for/to different

Multihazard stakeholders
a tool for Should coincide with loss and
decision making development indicators

(SFDRR, CCA, SDG)

For mapping risk

and prioritizing Agtg(\)llef:':ab:ét;er
for measuring Requires knowledge
disaster risk and about its
effectiveness of limitations and
scientific solutions uncertainties

Source: Authors

The process of disaster risk assessment in general is more in detail explained in Chapter
4 while Chapters 8-16 tackle the hazard or asset specific risk assessment . However, w e
would like to draw special attention to the two results of the risk assessment p rocess:

potential impacts with related probabilities of occurrences , and information on  underlying
risk drivers and  required capacities which presents the most valuable scientific input for
the disaster risk management planning (Box 3 ).

Box 3. Scientifi c input for disaster risk manage ment

0 Potential impacts (=risk) are the scientific input for disaster risk management
planning.

0 The understanding of underlying risk drivers and required capacities are the scientific
input for disaster risk management planning.

Risk assessment models are the scientific  tool to assess the p  otential impacts
and their probability of occurrence. Only when we know what the potential impacts
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are we can do disaster risk management planning . Prioritizing is possible only when
potential impacts (=risk) arising from different hazards are comparable.

Understanding underlying disaster risk drivers and capacities. Risk assessment
provides the opportunity ( Figure 8) to better understand the underlying causes of risk

(i.e., disaster risk drivers). Sometimes the phenomena/pattern behind each component

of risk is known but is not yet being modelled . Nevertheless, explaining the correlations,
phenomena and patterns betw een risk drivers and capacities with the components of
disaster risk are one of the most important part s of the risk assessment. Such
information may be used to inform DRM on the root causes of risk  that can be addressed
and acted upon to target the variou s components of risk to reduce disaster risk.

Figure 8. Risk assessment provides an opportunity to better understanding of the underlying
disaster risk drivers and informs disaster risk management measures (H: Hazard, E: Exposure,
V:Vulnerability, R:  Risk).

DISASTER RISK
ASSESSMENT

COMPONENT OF DISASTER RISK
Hx ExV,|=| R
I

UNDERLYING DISASTER RISK POTENTIAL
DRIVERS and CAPACITIES FOR LOSSES

DISASTER RISK
MANAGEMENT

Source: Authors

Box 4. UNISDR Definitions (UNISDR, 2018): Underlying disaster risk drivers, Capacity, Coping
capacity

Underlying disaster risk drivers

Processes or conditions, often development -related, that influence the level of disaster
risk by increasing levels of exposure and vulnerability or reducing capacity.

Annotation: Underlying disaster risk drivers 0 also referred to as underlying disaster r isk
factors @ include poverty and inequality, climate change and variability, unplanned and
rapid urbanization and the lack of disaster risk considerations in land management and

environmental and natural resource management, as well as compounding factors such
as demographic change, non disaster risk -informed policies, the lack of regulations and
incentives for private disaster risk reduction investment, complex supply chains, the

limited availability of technology, unsustainable uses of natural resources, declining

ecosystems, pandemics and epidemics.
Capacity

The combination of all the strengths, attributes and resources available within an
organization, community or society to manage and reduce disaster risks and strengthen
resilience.

Coping capacity
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Coping capacity is the ability of people, organizations and systems, using available skills

and resources, to manage adverse conditions, risk or disasters. The capacity to cope

requires continuing awareness, resources and good management, both in normal time S
as well as during disasters or adverse conditions. Coping capacities contribute to the

reduction of disaster risks.

Coping capacity is one of the underlying risk driver s that can be influenced the most
with DRM actions and can significantly change the o utcome of disaster as well as improve

the resilience of the society. Coping capacity is so important that it is sometimes
considered as one of the risk component S, hnext to hazard, exposure and
vulnerability (UNISDR, 2015). It refersto the ability of a country to cope with disasters in
terms of formal, organized activities and the effort of the responsible authorities as well

as of the existing infrastructure. All together coping capacity covers all the phases of
DRM cycle ; prevention, preparedness (early w arning systems) as well as emergency
response and recovery. Among the component s of risk (Figure 8), coping capacity has
the strongest influence on the vulnerability.

SDG (Sustainable Development Goals) indicators  capture many underl  ying disaster
risk drivers and capacities affecting the vulnerability component of risk, especially the

hazard independent aspect of it. Using the methodology of composite indicators to assess
risk (Chapter 4.3), the SDG indicators can be used to design the vulnerability index
which is widely used approach in the socioeconomic filed.

Partial results of the risk assessment can be useful. Sometimes the uncertainties
are too highto effectively apply the whole risk assessment approach to arrive to the risk
Disaster risk assessment is combination of three models: hazard, ex posure and
vulnerability models. Each of the se models provides the linkages with the underlying
factors (drivers and capacities ) which can already be useful for DRM actions planning .
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4 Risk Assessment process

The process of risk assessment is an approach to estimate the potential impacts, their

levels and probabilities of occurrence. Each risk assessment process within the NRA
context focuses on one type of asset expo sed to one scenario and assesses one type of

the potential impact. The purpose of a NRA is to define appropriate measures to control

and reduce risks in a determined space and time when used in many areas and sectors.

In order to guide the process and hav ing in mind that the outcomes of the exercise
should support the decision  -makers in treating (or not) risk, it is necessary to know the
context (Chapter 2.2) of national risk assessment and the expected outcomes of each
risk assessment for the aggregation process (Chapter 2.3).

4.1 Following the format of ISO 31010
ISO 31030 (ISO, 201 8) provides a common and very general approach to managing any

type of risk . It is not hazard or asset specific. It divides the risk assessment process
(Figure 9) into three stages: risk identification, risk analysis and risk  evaluation.
There are several advantages when risk assessment processes follow the same format
within the NRA context :

b helping targetreaders  /users to find themselves around (where to start, what to
expect) in topics perceived as complex and tackled with a variety of different
approaches.

b helping experts to fit their expertise into predefined modules , thus transforming
the complex phenomena into complicated process, that is in to a set of feasible
tasks, that are normally executed by different actors to reach the desired results.

Facilitating the usage of the same terminology

supporting the documentation of the whole process to assure transparency and
consistency

Figure 9: Stages of risk assessment process accordingto 1SO 31010 .

NRA Risk Risk Risk

Context Analysis Evaluation treatment
1. List the assets to 1. Characterize risk: Calculate the 1. Share Risk Decide which risks
protect - hazard, likelihood and the Analysis outputs: need to be reduced
2. Decide risks to - exposure, related impacts of the - Maps and possible paths
study: - vulnerability, event. - Curves of action
- Hazards - capacities - Qualitative - Indicators
- Potential impacts 2. Build scenario(s) - Semi-quantitative - Risk Matrix
- Time window - Quantitative 2. Compare and
3. Select the - Probabilistic confront risk to the
minimum quality - Deterministic risk criteria

criteria

4. Design protocols
for expert opinion

5. Define risk criteria

Source: Authors
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