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Science provides valuable support to the definition of disaster risk management (DRM) norms, procedures, 
organisation, objectives and requirements, identification of measures and development of capabilities, i.e. the 
formulation and implementation of DRM policies. The understanding of disaster risk is fundamental for effective 
policy-making (Clark et al., 2017) and needs to be shared by all key stakeholders. Furthermore, it needs to be 
comprehensive in terms of policy scope, the types of hazards and intensity of disasters, and the risk management 
process.

First, the understanding and assessment of risk should cover three components: natural and human-induced 
hazards; exposure of humans, infrastructure and ecosystems; and systems’ vulnerability. Correspondingly, the 
definition of DRM policy addresses prevention, mitigation (including for example spatial planning), and protection 
strategies and measures, as well as adaptation to longer-term natural and socioeconomic processes such as 
climate change and the development of capabilities for response and recovery. 

The functional approach allows policymakers to address the activities most appropriate to the context 
(Thorvaldsdóttir and Sigbjörnsson, 2014). A recently developed comprehensive taxonomy of crisis management 
functions provides a common framework for consideration of all respective measures and capabilities (Tagarev 
and Ratchev, 2020).

Second, an all-hazards approach to risk governance is fundamental to enhancing resilience, prevention, 
emergency preparedness and response (OECD, 2018) and needs to cover emergencies of various intensities, 
from an incident, through a disaster, to a crisis.

Third, it is not sufficient to assess risk periodically. Risk management is a continuous activity that includes 
assessment of climate and disaster risks; identification, prioritisation and selection of disaster risk reduction 
and adaptation measures, preferably in a consistent DRM policy; implementation of the selected measures; and 
monitoring and evaluation of risk reduction and adaptation measures. Figure 1 presents this activity as a cycle.

‌                   Introduction



CHAPTER 2 INTEGRATING THE RISK MANAGEMENT CYCLE

53

Figure 1. Integrating the risk management cycle. Source: Authors
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1 Introduction

Disaster risk management and adaptation policies, strategies and plans should 
be based on a common understanding, assessment and monitoring of the risks 

associated with natural and human-induced hazards based on a multi-hazard risk 
approach.. 

Causing damage to human well-being, ecosystems, infrastructure and disrupting entire economies, disasters 
continue to undermine sustainable development. Reducing the impacts of natural hazards and identifying path-
ways towards resilient societies hence remains a global priority. Understanding and assessing the drivers, pat-
terns and dynamics of risk associated with single or multiple hazards is a necessary precondition for the identi-
fication, planning and implementation of targeted disaster risk reduction (DRR), risk transfer and climate change 
adaptation (CCA) policies, strategies and solutions. This realisation is reflected in key international agreements of 
the post-2015 agenda (e.g. the Sendai Framework for Disaster Risk Reduction 2015–2030, the 2030 Agenda for 
Sustainable Development, and the Paris Agreement) as well as the European Union’s Civil Protection Mechanism 
and the European Agenda on Security – all of which include an explicit or implicit call for risk assessments. This 
subchapter provides an overview of current risk assessment concepts (Section 2), highlights the relevance of 
a transdisciplinary perspective when assessing risk (Section 3) and presents approaches to tackle the complex 
nature of risk (Section 4). Furthermore, it emphasises the need to analyse and communicate uncertainties as 
part of the risk assessment process as well as the essential role of risk communication to support disaster risk 
management.

2 Understanding risk: key elements and conceptual foundations

Risk is the potential for adverse consequences or impacts due to the interaction 
between one or more natural or human-induced hazards, exposure of humans, 

infrastructure and ecosystems, and systems’ vulnerabilities.  

Over the past few decades, conceptual approaches to understanding risk have undergone considerable paradigm 
shifts. Early conceptualisations drew on environmentally deterministic approaches, which focused primarily on 
understanding and assessing key characteristics of the hazard (e.g. floods, droughts, storms), such as their fre-
quency, intensity, duration or extent (White, 1973). The choice and frequent use of the term ‘natural disasters’ re-
flects the thinking of that time that disasters are to be understood as being random, exceptional events, or purely 
natural phenomena (Hewitt, 1983; Burton, 2005). Criticising this hazard-driven view, a number of scholars in the 
early 1970s and 1980s started to call for the consideration of vulnerability as a key driver of risk (O’Keefe et al., 
1976; Hewitt, 1983; Blaikie et al., 1994; Lewis, 1999; Wisner et al., 2004) emphasising the role of agency (i.e. the 
action people take to reduce their vulnerability) and structure (i.e. the social, economic or political structures that 
place people in vulnerable conditions). Building on these developments, more holistic risk concepts have been put 
forward that integrate environmental, social, economic, political, infrastructural and governance-related drivers 
of disaster risk (Turner et al., 2003; Birkmann et al., 2013; IPCC, 2014; UNDRR, 2019). As a result, a multitude 
of conceptual foundations and frameworks on how to define disaster risk coexist (see Box 1). While vulnerability 
and risk were conceptualised differently by the DRR and CCA communities for a long period of time, recent de-
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Current risk assessment frameworks: similarities and differences

Several risk assessment frameworks have been formulated to capture the multi-dimensional, dynamic nature of 
risk. Such frameworks can serve as (1) a heuristic for characterising risk (e.g. how to frame and link its key drivers 
and components), (2) ‘thinking tools’ for the assessment of risk, as well as (3) policy guidance (e.g. providing 
entry points for risk management and adaptation). Here, similarities and differences of relevant risk assessment 
frameworks are presented: 

•	Risk as a result of the interaction of hazard(s), exposure and vulnerability (e.g. IPCC AR5 (IPCC, 2014), ISO 
14091, or the Global Risk Assessment Framework (GRAF, UNDRR, 2019)). Although the AR5 and ISO 14091 
illustrate risk related to climate impacts, these frameworks may be applied to other non-climatic hazards. 
The GRAF emphasises the systemic nature of risk across sectors and scales and promotes a multi-hazard and 
multi-risk approach.

•	Risk is expressed in terms of risk sources, potential events, their consequences and their likelihood (e.g. ISO 
31000: 2009). ISO 31000: 2018 builds on the same concept and proposes a three-step approach of risk iden-
tification, risk analysis, and risk evaluation. The risk framework of the World Economic Forum (WEF) follows the 
same logic.

BOX 1

velopments, such as the Special Report on Extreme Events (SREX) (IPCC, 2012) or the Fifth Assessment Report 
(AR5) of the Intergovernmental Panel on Climate Change (IPCC, 2014), have made a significant contribution to 
reconciling contrasting definitions (Giupponi and Biscaro, 2015). Although a commonly accepted definition of risk 
is still lacking, it is widely acknowledged today that risk (i.e. the potential for adverse consequences) is more than 
just the likelihood and severity of hazardous events and potential impacts. Rather, it results from the interaction 
of hazardous events with exposure of humans, infrastructure and ecosystems, and systems’ vulnerabilities (IPCC, 
2014, 2019; UNDRR, 2015, 2019). Evidence has shown that the impacts of hazards are not equally distributed 
within society (UNDRR, 2018), but largely linked to the question of how vulnerable an individual, community, 
infrastructure, society, asset or (eco)system is to such events (Schneiderbauer et al., 2017). Consequently, the 
following components should be considered when assessing risk.

Hazard, i.e. the process, phenomenon or human activity that carries the potential to cause loss of life, injury or 
other health impacts, property damage, social and economic disruption or environmental degradation. Hazards 
can be natural (e.g. earthquakes, droughts, floods) or anthropogenic (e.g. oil spills, terrorist attacks) in origin and 
can be characterised by their location, likelihood of occurrence, intensity or magnitude, duration, and extent. 
Hazards can be sudden onset events (e.g. flash floods, storms, mudflows, landslides, earthquakes) or creeping 
processes (e.g. droughts, salinisation) (IPCC, 2014; UNDRR, 2016).

Exposure, i.e. the presence of people, infrastructure, housing, production capacities, species or ecosystems, and 
other tangible human assets in places and settings that could be adversely affected by one or multiple hazards 
(IPCC, 2014; UNDRR, 2016). Exposure may vary in space and time, for example, as people commute between 
their work place and their home. 
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Vulnerability, i.e. the propensity or predisposition of an individual, a community, infrastructure, assets or sys-
tems (incl. ecosystems) to be adversely affected (UNDRR, 2016). Vulnerability encompasses a variety of concepts 
and elements including sensitivity or susceptibility to harm and lack of capacity to cope and adapt (Birkmann et 
al., 2013; IPCC, 2014). 

Hence risk is different from impacts, which can be seen as the manifestation of risk in the form of materialised 
effects on human and natural systems (IPCC, 2019, 2014)

3 The need for a transdisciplinary perspective

The integration of experts from natural and social sciences, as well as relevant 
stakeholders (including state and non-state actors), is needed to tackle the 

complexity of risk and facilitate the mainstreaming of risk information into policy 
and practice.  

Given its complex multidimensional nature, risk cannot be adequately characterised or assessed by a single disci-
pline (e.g. geosciences) alone. Instead, it requires the involvement of experts from both natural and social scienc-
es (multi- or interdisciplinary perspective), and ideally should go one step further and involve relevant stake-
holders (taking a transdisciplinary perspective). The interaction between scientists, policy- and decision-makers, 
practitioners, the private sector and citizens is critical to ensure knowledge is co-created, to increase trust in the 
outcomes of risk assessments, and to mainstream co-produced risk information into evidence-based policy- and 
decision-making for DRR and CCA (Ismail-Zadeh et al., 2017; Brown et al., 2018). 

While this might sound like an easy task, a number of challenges persist that make it difficult to move from tra-
ditional multidisciplinary (i.e. working within disciplinary silos) or interdisciplinary approaches (i.e. working across 
disciplinary silos but using disciplinary methods) of risk assessment to integrated transdisciplinary approaches 
(Donovan, 2019). Examples include a lack of common understanding of what constitutes risk, limited awareness 
of the potential methodological contributions different disciplines can make to risk assessments, the willingness 
and capacity of stakeholders to engage with opposing views, power relations or simply the choice of the ‘right’ 
stakeholders (Ismail-Zadeh et al., 2017). However, such approaches have significant potential to address some 
of the communication challenges around risk assessments, as well as ensuring that all relevant knowledge is 
incorporated ( Donovan and Oppenheimer, 2015).
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4 Risk assessment: approaches, opportunities and challenges

Research is increasingly engaged in monitoring, assessing, and understanding risk 
by developing concepts, methods and approaches. However, several challenges 

persist when it comes to unravelling the complexity and dynamics of risk in 
assessments.

Over recent decades, there has been a major increase in the number of risk assessments, drawing on a 
multitude of conceptual foundations and methodological approaches (Preston et al., 2011; de Sherbinin et al., 
2019; Hagenlocher et al., 2019). As a result, a bewildering variety of risk assessment methods and approaches 
exists. Independent of the approach that is chosen, common steps in risk assessment include (1) scoping (i.e. 
understanding the context, scope, objectives and expected outcomes of the risk assessment) and definition of the 
methodological approach, (2) identification of the root causes/drivers(1) of risk through expert and/or community 
consultation and literature reviews, (3) data acquisition, (4) integrated analysis and evaluation of hazard, exposure 
and vulnerability, (5) validation and (6) visualisation and communication of the results (Zebisch et al., 2018). 
For semi-quantitative or purely quantitative approaches, the evaluation of uncertainties and confidence levels 
represents another key step that should be part of the validation process (Zebisch et al., 2018). Furthermore, 
the entire risk assessment should undergo a verification process to identify if it was developed in a sound and 
correct way. As risk assessment should not be an end in itself, every risk assessment should ideally include the 
identification and evaluation of possible risk reduction, risk transfer (e.g. through insurance mechanisms) or 
adaptation options (Hagenlocher et al., 2018a).

Despite major advances in terms of understanding risk and developing methods for its assessment, several 
challenges persist. These include issues such as how to best (1) integrate local knowledge and intangible factors 
(e.g. risk perception, behaviour, values, norms and beliefs) into risk assessments (UNDRR, 2015, Hagenlocher et 
al., 2018b) or (2) capture and represent dynamics (including future scenarios) of risk (Jurgilevich et al., 2017), 
non-linearities, human–environmental and cross-scale interactions, and compound or cascading effects (EC, 
2017; Ford et al., 2018; Adger et al., 2018; UNDRR, 2019). The following sections reflect on these challenges by 
outlining the current state of the science, existing solutions and good practices as well as potential ways forward.
. 

4.1 Integrating qualitatitative and quantitative approaches 
to tackle complexity

Risk assessments have to deal with an increasing diversity of possible adverse events and increasing complexity 
and interdependency of the drivers of risk (see Box 2). To address these challenges, a number of qualitative, 
semi-quantitative and quantitative methodologies have been developed. The selection of the most appropriate 
approach depends on the scope of the assessment, the level of quantification and spatial differentiation demanded 
within the context of each assessment, and its defined objectives. These demands may vary among the three main 
assessment phases: (1) risk identification, (2) risk analysis and (3) risk evaluation (ISO 31000:2009). 

(1) For indicator-based approaches (see Section 4.1), this step may also include the identification of valid, reliable, understandable, comparable and measurable indicators.
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In many circumstances a combination of methods is necessary to tackle the complexity and systemic nature of 
risk. To support the identification of risks it is useful to start with an investigation of past events and associated 
impacts. Such information can be either found in appropriate inventories at national, regional or global level (e.g. 
the EU Risk Data Hub(2), the Emergency Events Database (EM-DAT)(3) or the Sendai Monitor(4) or drawn from 
traditional and/or expert knowledge. Records of past events need to be augmented by a comprehensive list of 
additional potential hazards and risks that should be compiled based on the knowledge and experience of relevant 
experts. The output of the risk identification process is in most cases conceptual and qualitative. Within the context 
of global warming it is of crucial importance to consider the modification of past risks not yet reflected in event 
databases as well as the emergence of new risks due to changing environmental (including climatic) and societal 
conditions.

The objective of risk analysis is to understand possible risks and their drivers, patterns, dynamics and potential 
consequences. Techniques used for this task differ depending on context and the complexity of the types of risks 
in question. In the case of risks related to accidents in technical production processes, relevant analytical steps 
can rigidly follow potential failure causal chains, as applied, for example, in failure mode and effect analysis or 
event tree analysis (US Department of Health and Human Services Food and Drug Administration, 2006). The 
identification of risks associated with natural hazards or climate-related extreme events requires a more flexible 
approach that allows for systemic perspectives that explicitly scrutinise exposure and vulnerability factors in 
addition to the hazardous events themselves, for example when developing impact chains (Hagenlocher et al., 
2018b; Schneiderbauer et al., 2013) or influence diagrams (McDaniels et al., 2012).

To get a full picture of the risk situation, and to understand related drivers as well as possible consequences, 
qualitative information embedded in storylines and narratives is crucially important (Jasanoff, 1999). Many 
aspects relevant to understanding complex risks – particularly those of an intangible nature – cannot be found in 
databases, statistics or the outputs of equations and models. These are often linked to issues such as governance 
(e.g. the role of traditional or informal governance systems that exist in parallel to official administrative structures) 
and culture (e.g. the role of religion/beliefs in shaping risk perception and behaviour). Nonetheless, quantification 
is vital when risk analyses aim to determine frequencies and probabilities of consequences, particularly when 
a comparison in time or space is requested. There are many available methods and tools for this assessment 
step, such as stochastic modelling/Monte Carlo simulations (e.g. Musson, 2000), system dynamics modelling 
(e.g. Simonovic, 2011), sensitivity analysis (e.g. Glas et al., 2016), event tree analysis (e.g. Tang et al., 2018) 
or composite indicators (e.g. De Groeve et al., 2016). A specific challenge concerns risk analysis questions that 
require spatially explicit investigations, such as assessments that aim to inform the spatial planning of DRR and 
adaptation options, or the allocation of funds to high-risk regions. Such spatial analysis also requires quantitative 
assessment approaches. In this case, data paucity and time required for data collection and data processing can 
be restricting factors. However, the ever-increasing availability and resolution of remote sensing data as well as 
citizen-generated data also provide new opportunities. Figure 1 illustrates a number of existing platforms that 
provide access to risk data of EU relevance. Consistent population (e.g. Global Human Settlement project5), land 
use (e.g. the Copernicus Land Monitoring Service(6) or socioeconomic data (e.g. Eurostat(7), as well as spatial 
information on hazards (e.g. Copernicus Emergency Management Service(8), exposure and impacts (e.g. Risk Data 
Hub(2), are available for EU countries.

Furthermore, depending on the scale of the analysis, participatory mapping or primary data collection (e.g. through 
household surveys) may also enhance data availability. Semi-quantitative risk analyses represent a structured 

(2) https://drmkc.jrc.ec.europa.eu/risk-data-hub/
(3) https://www.emdat.be
(4) https://sendaimonitor.unisdr.org

(5) https://ghsl.jrc.ec.europa.eu/
(6) https://www.copernicus.eu/en/services/land

(7) https://ec.europa.eu/eurostat
(8) https://emergency.copernicus.eu/

https://drmkc.jrc.ec.europa.eu/risk-data-hub/
https://www.emdat.be
https://sendaimonitor.unisdr.org
 https://ghsl.jrc.ec.europa.eu/
 https://www.copernicus.eu/en/services/land 
https://ec.europa.eu/eurostat 
https://emergency.copernicus.eu/
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way to rank risks by applying comparative scores. This procedure often applies participatory indicator-based ap-
proaches (e.g. Simmons et al., 2017; Aguirre-Ayerbe et al., 2018). When data and resources are limited, qualitative 
methods (e.g. interviews, focus group discussions) allow an estimation of risk levels in a descriptive manner.
Risk evaluation is the final assessment step with a direct link to supporting decision-making. In this step, the risk 
analysis results are verified regarding context-specific criteria, which strongly depend on actors’ risk perception 
and awareness. The methods of risk evaluation mainly comprise techniques for the acquisition of expert knowl-
edge and the engagement of relevant actors

Figure 1. Illustrative examples of risk data platforms for Europe: the COPERNICUS EMS Fire Danger Forecast (top left), the EU 
Risk Data Hub (top right), the Global Human Settlement platform (bottom left), and EUROSTAT (bottom right). Source: Authors.

4.2 Single hazard risk, multi-hazard risk, and multi-risk 

Quantitative risk assessments are commonly performed hazard by hazard as single-hazard risk assessments. 
However, to make informed decisions on priorities in risk management, spatial planning or risk communication, it 
is necessary to consider all hazards and know all risks relevant to the area under investigation (Durham, 2003).
Multi-hazard assessments have not been standardised up to now and are thus distinguished by the level of inter-
action and interdependencies between different risk components. If no interaction between hazard processes is 
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considered in the hazard models or in the vulnerability models, Zschau (2017) refers to this type of assessment 
as multi-layer single-risk assessment, for which Kappes et al. (2012) distinguish three basic approaches: indices, 
matrices and curves. Any of them can address single components of the risk equation or the total risk (see, for 
example, Kappes et al., 2012; Zschau, 2017). One example of an index-based approach is the Index for Risk Man-
agement (INFORM) Global Risk Index (IASC and EC, 2019), which assesses risk at the global level. Early examples 
of a matrix approach are the Switzerland-wide all-hazard risk assessment Katastrophen und Notlagen in der 
Schweiz (KATANOS and its successor KataRisk (BABS, 2003; BZS, 1995). Grünthal et al. (2006) presented one of 
the first examples of risk curves using the City of Cologne in Germany as a case study to compare earthquakes, 
storms and floods. One key challenge with risk curves is to use a comparable and consistent methodology across 
different hazards.

To assess risk more realistically, it is necessary to account for interactions between hazards and vulnerabilities. 
Three types of hazard interactions can be distinguished: compound, interacting and cascading events (Pescaroli 
and Alexander, 2018). Compound events are described as (1) simultaneous or successively occurring events, 
such as a heatwave that is accompanied by dry conditions leading to wildfires that cause – among other things 
– heavy air pollution (Zscheischler et al., 2018), (2) events combined with background conditions that augment 
their impacts, e.g. sea level rise and coastal storms, and (3) a combination of (several) average values that re-
sult in an extreme event (IPCC, 2012; Pescaroli and Alexander, 2018). For example, the power outage caused by 
heavy snowfall in Münsterland, Germany, in November 2005 could be traced back to a combination of heavy wet 
snowfall, a temperature range around 0 °C, moderate to strong wind and the type of steel used in the construc-
tions (Klinger et al., 2011). Importantly, this last type of compound events calls for new, bottom-up modelling 
approaches that start with a forensic analysis of damaging events to identify the root causes of damage and 
failure (Zscheischler et al., 2018). The European Cooperation in Science and Technology (COST) action DAMOCLES 
(Understanding and modelling compound climate and weather events) focuses on understanding and modelling 
compound events.

In contrast to compound events, interacting events are predominantly addressed by earth scientists investigating 
‘how physical dynamics develop through the existence of a widespread network of causes and effects’ (Pescaroli 
and Alexander, 2018, p. 2248). In this regard, mechanisms and combinations of hazards in their temporal and 
spatial domains are often the focus. Gill and Malamud (2014) systematically analysed the interaction of 21 
hazards, revealing that geophysical (e.g. landslides and avalanches) and hydrological hazards are most often 
triggered by other hazards (i.e. they are secondary events), and atmospheric and geophysical hazards (in particu-
lar earthquakes and eruptions) are the most common triggers (i.e. primary events). Understanding and modelling 
these interactions is of great importance for improving forecasting, early warning and emergency management 
(Pescaroli and Alexander, 2018), but is still hampered by the complexity of the processes (Komendantova et al., 
2014).

If there is a clear link between the primary and secondary hazards, this chain is also often referred to as a 
cascading event. Pescaroli and Alexander (2018), however, argue that cascading events are associated with 
uncontrolled chain losses involving critical infrastructures. In their view, cascading events can also be the result 
of cumulative vulnerabilities, not necessarily a chain of different hazards (Pescaroli and Alexander, 2016). If 
interactions between vulnerabilities are included in the risk analysis, Zschau (2017) calls them multi-risk assess-
ments.

Currently, there is no systematic application of multi-risk assessments in Europe, owing to different methodo-
logical approaches and databases and ambiguous terminology (Tilloy et al., 2019; Zschau, 2017). Insufficient 
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cooperation and long-term partnerships between institutions, lack of funding, data or an overarching communi-
cation strategy are further challenges (Zschau, 2017). However, recently progress has been achieved regarding 
the mapping of relevant terminologies (e.g. by the EU project Platform for Climate Adaptation and Risk Reduction, 
PLACARD), clarifying modelling approaches for different hazard interrelations (Tilloy et al., 2019), the develop-
ment and assessment of multi-sector/stakeholder partnerships (Aerts and Mysiak, 2016) and the development 
of guidelines for enhanced (multi-hazard) risk management (Lauta et al., 2018). 

Interdependencies and cascading effects: operationalisation in 
risk assessments for policy guidance

When considering multiple hazards and their interactions it is possible that the total risk estimated can be great-
er than the sum of their individual parts. This is mainly because risk can emerge from the interconnections that 
occur at the hazard level where an initial hazard may trigger other events, such as a tsunami triggered by an 
earthquake, or when several events occur simultaneously such as a bushfire starting during a heatwave. Risk 
can also emerge from the interactions that occur at the vulnerability level (i.e. a system’s vulnerability), where 
the first hazard event can make the affected system or community more prone to the negative consequences of 
a second hazard event. Moreover, slow-onset phenomena, such as climate change, act as ‘threat multipliers’ by 
exacerbating other hazards (e.g. temperature increase leading to more wildfires), but may also lead to exceed-
ing the adaptive (coping) capacities of a population or system. Therefore, the emergence of complexities and 
unprecedented threats needs sound principles, innovative thinking, advanced databases, models, methods and 
simulations to capture the cascading effects of hazards and the interdependencies between drivers of vulnera-
bility. In addition, infrastructure systems are also interdependent, as they use each other’s output and operate 
together to provide joint services to communities (Fu et al., 2014; Hasan et al., 2015). A single hazard event can 
trigger a cascading failure in these systems (Pescaroli and Alexander, 2016) with cascading impacts on people 
and societies. Therefore, management strategies for one infrastructure network (e.g. telecommunications, water, 
gas, electricity or transportation) often rely on the functionality of other networks, so all components should be 
considered part of an overall ‘system of systems’ (Helbing, 2013).

An all-hazards and multi-risk approach requires that risk assessments take account of these cascading effects 
and interdependencies across risk components, sectors, scales and borders (EC, 2017). Modelling approaches for 
understanding interdependencies, cascading effects and the systemic nature of risk include empirical approaches 
that use historical failure data and expert judgement (Luiijf et al., 2008), agent-based simulation (Rome et al., 
2009), system dynamics (Stergiopoulos et al., 2016) or network-based approaches (Ulieru, 2007). All of these 
modelling approaches can also be supplemented by expert judgement (EFSA, 2014).

BOX 1
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4.3 Space-time dynamics and future risk scenarios 

Risk is not static, but rather dynamic in both space and time. Dynamics are a key property of all three components 
of risk: hazard, exposure and vulnerability.

For example, flooding in a downstream area of a catchment might not only result from heavy rainfall in the 
catchment area, but can also be exacerbated by deforestation and erosion processes upstream. Capturing these 
dynamics in hazard models is common practice (e.g. Metin et al., 2018; Merz et al., 2014). Similarly, exposure to 
hazards can be highly dynamic (Birkmann et al., 2013; Jurgilevich et al., 2017) as people move through space in 
time or as a result of seasonal hazard variability. While exposure assessments still tend to be quite static in their 
nature, technological advances in remote sensing and the ever-increasing availability and accessibility of geolo-
cated data (e.g. mobile phone data, Twitter) have led to advances in spatiotemporal exposure assessments from 
local to pan-European scales. For example, Renner et al. (2017) analysed the changes in population distribution 
and associated exposure to river floods during a work day and night in the city of Bolzano, Italy, for different 
months of the year. The ENACT (Spatiotemporal activity and population mapping in Europe) project produced 
population density grids for Europe considering daily and seasonal variations, and Batista e Silva et al. (2018) 
also analysed space–time patterns of tourism in the EU at high resolution.

Vulnerability also exhibits a dynamic and non-linear nature (Wisner et al., 2004; Birkmann et al., 2013; IPCC, 
2014; Jurgilevich et al., 2017; Ford et al., 2018), for example driven by changes in social, economic, physical or 
natural capital, and/or as a result of human–environmental interaction. Particularly in rural, natural-resource-de-
pendent settings, where livelihoods rely on ecosystems and their services, a social-ecological systems perspec-
tive that also considers the vulnerability of ecosystems and their interlinkages with the vulnerability of the com-
munities depending on them is necessary (Sebesvari et al., 2016; IPCC, 2019). Recent reviews of vulnerability and 
risk assessments, however, have revealed that, although the number of studies that include dynamics is growing, 
the focus is still mostly placed on assessing biophysical dynamics linked to hazard and exposure patterns, rather 
than dynamics in vulnerability (Tonmoy et al., 2014; Jurgilevich et al., 2017; Ford et al., 2018; Hagenlocher et al., 
2019; de Sherbinin et al., 2019).

Furthermore, the dynamics of risk are also directly linked to global environmental change (e.g. land use and cli-
mate change), development trends and societal transformation (Peduzzi, 2019). This calls for assessments that 
capture potential changes in risk over time. Future risk scenarios are useful tools to (1) illustrate different poten-
tial development pathways and associated risk trends, and (2) help to identify policies and measures to prepare 
for a range of possible futures (Birkmann et al., 2015). The representative concentration pathways (RCPs) (Moss 
et al., 2010) and the shared socioeconomic pathways (SSPs) (Kriegler et al., 2012; O’Neill et al., 2014) provide 
substantial guidance for the assessment of future risks and options for their management (van Ruijven et al., 
2013). However, existing future-oriented risk assessments still tend to focus on future hazard and exposure 
scenarios (e.g. combining urban growth simulations with future hazard trends; Güneralp et al., 2015; Hallegatte 
et al., 2013; Jongman et al., 2012; Neumann et al., 2015), while scenarios of vulnerability remain an underdevel-
oped field (Birkmann et al., 2015; Jurgilevich et al., 2017). To date, only a few studies have simulated future vul-
nerability (e.g. Rohat et al., 2018) and risk scenarios (e.g. Rohat et al., 2019) in Europe based on RCPs and SSPs.
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4.4 Uncertainty 

Sound decision-making should be based on up-to-date and reliable information on current and possible future 
risks, including associated probabilities and uncertainties as well as the full range of possible consequences. 
Information on extreme events and associated uncertainties about their occurrence is especially important when 
assessing the risk associated with low-probability but potentially high-impact events. In the context of risk as-
sessments, uncertainties can arise from the given variability of the physical environment (random or aleatory 
uncertainty), as well as from limited knowledge, measurement or modelling capabilities (epistemic uncertainty) 
(Swart et al., 2009). Uncertainty is inherent in all steps of the risk assessment, from the conceptualisation of 
risk (conceptual model uncertainty), through the acquisition of data (uncertainty in data), to the actual analy-
sis of risk (expert bias, uncertainty in risk perception, model uncertainty) (Sword-Daniels et al., 2018; Donovan, 
2019). Uncertainties should therefore be explicitly considered at each step of the assessment and, together with 
their impacts on the results, documented and communicated in a transparent manner (Manning et al., 2004). 
The analysis and expression of uncertainty may be qualitative (e.g. expert-based) or quantitative (i.e. based on 
statistical models). While assessing and communicating uncertainties associated with hazardous events has be-
come standard practice (e.g. Merz and Thieken, 2009), the analysis of inherent uncertainties in the assessment 
of vulnerability and risk (e.g. Feizizadeh and Kienberger, 2017) is still an emerging field.
 

5 Communicating risk information to support disaster risk 
management 

Risk communication is key to link risk perception to risk awareness and any 
subsequent decision making

Effective communication of knowledge and results generated by risk assessments is crucial for efficient disaster risk 
management (DRM). All steps of risk assessments should tackle the question of how the findings can be transferred 
from theory to practice and policy while ensuring that the science is useful, usable and used (Boaz and Hayden, 2002). 
The communication of risks should go far beyond a unidirectional flow of information. Particularly, it should represent a 
dialogue-oriented process as a precondition for developing compromises among actors with different values, norms and 
interests. It may follow different goals, which might focus on aspects such as information exchange, awareness building 
or legitimisation of decision-making (Renn, 1992; Höppner et al., 2010). Risk communication is strongly connected to risk 
awareness. Only if policy-makers perceive certain risks will they communicate them, which in turn has a direct influence 
on their perception among stakeholders and the population (Hagemeier-Klose and Wagner, 2009).

There are a variety of tools for communicating knowledge generated from risk assessments. Hazard, exposure, vulnera-
bility and risk maps, in digital or analogue form, are a core instrument for informing policy-makers, relevant stakeholders 
and the general public about possible risks. However, map-based risk communication poses various challenges, since it 
is limited by the amount of information visualised and can being interpreted differently depending on a user’s capacity 
to comprehend its meaning. Therefore, Meyer et al. (2012) recommend creating user-specific maps. In order to be useful 
in DRM, it is therefore necessary to integrate map-based instruments into a complementary communication strategy 
(Hagemeier-Klose and Wagner, 2009; Wenk et al., 2018). Such a strategy should, depending on the target group, trans-
late knowledge from risk assessments into activities such as school campaigns, exhibitions, radio programmes, blogs, 
public consultations and hearings, opinion polls and much more (Höppner et al., 2018; see also Chapter 4 of this report).
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6 Conclusions and key messages

Disaster risk management and adaptation to climate change are increasingly prioritised in policy debates. In 
response there has been a rapid rise in the number of risk assessments at different spatial and temporal scales 
aiming to inform the identification, prioritisation and (spatial) planning of risk reduction, risk transfer and adapta-
tion options. Evidence shows that the impacts of hazards are not equally distributed within society, and that risk 
assessments need to consider relevant hazards, exposure and vulnerability as well as the interactions between 
them. Going beyond the assessment of current risks, future risk scenarios are useful to anticipate and prepare 
for future challenges. Since risk is accompanied by a degree of uncertainty, special care should be given to eval-
uating and communicating uncertainties.

		         Policymakers
 
Policies tackling issues of land use, settlement or infrastructure planning as well as sustainable development 
should be risk-informed to reduce future loss and damage. Risk assessments, co-designed with relevant 
stakeholders (including state and non-state actors), can provide baselines for preventative and adaptive 
decision-making.

                              Practitioners 

A great variety of risk assessment approaches exists. The participation of a wide range of disciplines and 
actors, such as scientists from the social and natural sciences, policy-makers, practitioners, the private 
sector and citizens, is key for the acceptance of the outputs and outcomes. Risk assessments should include 
the identification and evaluation of possible risk reduction, risk transfer or adaptation options. Outcomes 
of risk assessments, as well as associated uncertainties, should be communicated in an understandable 
and actionable manner.

                                   Citizens

Traditional and/or local knowledge is a vital source of information in the process of assessing risk. 
Participation of citizens in risk assessments, particularly at local level, raises the awareness of the public, 
and increases the acceptance of the outcomes of risk assessments and associated recommendations of 
how to reduce existing and prevent future risk. 

                                  Scientists

Further research is needed on how to better integrate local/traditional knowledge and intangible factors 
(e.g. risk perception, values, norms and beliefs) into risk assessments, and how to capture the dynamic and 
systemic nature of risk in assessments. The analysis of inherent uncertainties in the assessment of risk is 
an additional area that requires further research.
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1 Methodological foundations of risk management planning 

Effective risk management requires multi-stakeholder, multi-level processes 
that are built upon continuous cycles of assessment, planning, implementation, 
evaluation and learning from both the theory and the practices of risk reduction.

 
This subchapter extends the previous discussion of risk assessment and examines other disaster-related func-
tions and processes, many of which are focused on translating the outcomes of risk assessments into actions that 
reduce risk and increase resilience. Broadly speaking, we can refer to these actions as disaster risk management 
planning (DRMP).

1.1 Goals, problems and objectives of risk management planning

DRMP refers to the application of processes developed and adopted by institutions to prepare for, and implement 
measures to reduce the risk of the impact of, disasters of various kinds. The goal of DRMP is to ensure that soci-
eties and their communities are able to enhance their levels of resilience in relation to disasters with which they 
can reasonably expect to be confronted, within a specified time frame. DRMP aims to develop clear procedures, 
protocols and capabilities to significantly reduce or eliminate risks through systematic, well-coordinated actions 
from public, private and civic groups and individuals. However, these aims may not be fully realised in practice.

Problems and objectives can be viewed from a substantive or a procedural perspective, though these are clearly 
interrelated. Substantive issues revolve around the nature of potential hazardous events that confront a country 
or region and its population (see for example European Commission, 2017) and the various measures that can 
be undertaken in response to these hazards. For example, all EU countries have been tasked to prepare national 
adaptation plans in relation to climate change, including associated hazards (European Commission, 2018). 

Procedural issues are related to the legal and institutional frameworks that underlie all disaster risk manage-
ment (DRM) activities: issues such as institutional structure, quality of national vulnerability assessments, knowl-
edge creation (local and national observation systems in relevant sectors and climate modelling), development 
and implementation of various kinds of action plans, scale and accessibility of funding mechanisms, level of DRM 
mainstreaming into sectoral policies such as spatial planning and environmental impact assessment, risk insur-
ance policy and mechanisms, quality of transboundary cooperation, various types of monitoring mechanisms in 
different sectors and governance levels. The availability of reliable and up-to-date risk assessments, together 
with assessments of risk management capacities, is therefore of paramount importance in DRMP in order to 
support and protect five vital safety and security interests: territorial, physical, economic, ecological, and social 
and political stability (Netherlands, Ministry of Security and Justice, 2014).
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1.2 Vertical and horizontal integration in disaster 
risk management planning

The risks confronting European states and communities are highly diverse in nature, intensity, scale and extent. 
Therefore, DRMP necessarily involves the integration of risk management activities both vertically (i.e. between 
multiple actors from local to European and even through to global level via various international initiatives, e.g. 
UN agreements and frameworks) and horizontally (i.e. between actors working at similar levels). These activities 
are established under the European Civil Protection Mechanism (EU, 2013) and other related legislation (e.g. Di-
rective 2007/60/EC on the assessment and management of flood risks and  Directive 2012/18/EU on the control 
of major-accident hazards involving dangerous substances, amending and subsequently repealing Council Direc-
tive 96/82/EC ) but also through legislation and agreements at national or subnational levels. DRM activities are 
especially important at local level, the level where most disaster impacts occur. Moreover, disasters of all sizes 
will always require a local response of some kind, either independently or in collaboration with higher levels.

Vertical and horizontal integration are key components of policy mainstreaming, which is built upon three main 
components: comprehensiveness, aggregation and consistency (Rauken et al., 2015). They argue that all local 
decision-making has a vertical component, as local authority is derived or delegated responsibility from a higher 
authority. Similarly, much national-level decision-making is related to EU-level directives and policies and there-
fore needs to be vertically aligned. However, for successful integration it is important to agree from the outset 
on results that are to be achieved and to recognise that ‘collaboration' should not necessarily be the ideal level 
of integration (Keast et al., 2007).

Figure 1. The Netherlands Civil Security System. Source: National Coordinator for Security and Counterterrorism, 2013

Figure 1 Chapter 1.2 (PDF page 63)
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Member states have specific structures of organisations engaged in Crisis Management and DRM. The Nether-
lands civil security system (Figure 1) shows how vertical and horizontal integration in safety and security issues 
is supported by various public and other bodies (Kuipers and Boin, 2014). 

There are specific roles for municipalities and other local-level bodies, 25 safety regions (groups of neighbouring 
municipalities) and several national bodies. Horizontal integration in DRMP is through departmental crisis coor-
dination centres. DRMP occurs at various levels, and DRM is also integrated into plans in related policy fields. 
Several national committees and advisory bodies further coordinate DRM policy for coherence. Command, control 
and coordination are critical functions of this system.

1.3  Collaborative disaster risk management planning and governance  

As risk is essentially socially constructed (Gordy, 2016), governance processes are vital to DRMP. Vertical and horizontal 
integration are required in day-to-day governance processes in non-crisis situations as well as in DRMP. Policies and 
measures taken by different sectors can contribute to (or hinder) disaster risk reduction (in the environment/water 
sectors, forestry and agriculture, spatial planning (see Box 1), energy, etc.). 

Therefore, coordination between them across different governance levels allows a coherent approach to disaster risk 
reduction. Risk reduction measures also affect policy fields such as environment or spatial planning, sometimes negatively. 
Many risk reduction measures (e.g. flood protection levees, water retention basins, firebreaks) have a spatial footprint 
and/or social, environmental and economic impacts. Various impact assessments and decision support tools can be used 
to assess these impacts and decide between alternative options (see Section 2.3 below). Integration between policies is 
therefore crucial in DRMP, and some risk reduction measures may be excluded from consideration because of resistance 
from other policy fields.

Moreover, the formulation, design and realisation of DRM measures often require a transdisciplinary approach. Just 
as expert knowledge from many disciplines is required for all-hazards risk assessment, the identification of possible 
courses of action and decision-making requires many perspectives. Beyond scientists with expertise in specific hazards, 
and officials from public agencies at multiple levels, DRMP requires inputs from the private sector, non-governmental 
organisations and citizens. The rationale for such a transdisciplinary approach is twofold. 

First, no single group has all of the expertise and resources needed for effective DRM; second, there is often no shared 
understanding of the risk level. Deliberation and collaboration for planning and management purposes are therefore 
required. All groups are engaged in DRMP in various ways: in addition to contributing knowledge, skills and resources for 
DRMP, many may play specific roles in the DRM activities and all are potentially exposed to one or more hazards and 
therefore potentially at risk. 

In the Netherlands, for example, citizens are legally obliged to provide the government with technical safety- and 
security-related information, while the government will compensate citizens for disaster-induced damage under certain 
conditions (Kuipers and Boin, 2014). A transdisciplinary approach to DRMP both broadens and deepens the platform 
for effective DRMP and helps to establish a risk-informed society, though much depends on the levels of trust between 
stakeholders (see also Section 2.3).
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1.4 Adaptation and transformation 

To reduce risk, business as usual will not suffice. Effective DRMP is based upon continual adaptation and trans-
formation to current and foreseen risks. Through transdisciplinary research activities involving scientists, public 
and private bodies and citizens, the knowledge and understanding of dynamic risk landscapes has steadily im-
proved. DRMP considers changes in all dimensions of risk: hazard, exposure, vulnerability and adaptive capacity; 
in particular, how human action can be directed to each of these through combinations of hard, green and soft 
measures. For greater effectiveness, these combine knowledge and practices of engineering with those of na-
ture-based solutions and human behaviour. Adaptation measures must be based on what is technically, socially, 
environmentally and financially feasible if they are to be mainstreamed in policy and practice at various levels 
(Wamsler and Brink, 2014). One recent study in Malta (Appleby-Arnold et al., 2018) showed how personal charac-
teristics and culture (e.g. life attitude, resourcefulness, family and cultural ties) are important in adaptation and 
transformation for DRM. Such studies are at the core of the Carsimand(1)  project (Culture and Risk Management 
in Man-Made and Natural Disasters) and provide important insights for a diverse continent such as Europe. Reck-
ien et al. (2018) reviewed local climate plans of 885 cities of various sizes from across the EU-28. This study 
showed the diversity of activity in climate action planning across the EU, with central and northern EU cities 
being more advanced, smaller cities lagging behind larger cities, and mitigation planning more common than 
adaptation planning. Even so, the general picture is that local climate action has increased since 2014. Recently, 
ecosystem-based approaches for climate change adaptation (CCA) and DRR have been applied more often in 
order to reduce risk to hazards and to preserve ecosystems in urban contexts (see Subchapter 3.5). On the other 
hand, a hybrid approach (combining blue, green and grey approaches) is emerging as the most effective strategy 
at urban level (Kabisch et al., 2017).

Aligning DRM and spatial planning 
Spatial planning takes decisions for society about if and how space is to be used now and in the future. Thus, it 
may influence hazards, vulnerability and exposure. Spatial planning is relevant to the prevention and preparedness 
phases of DRM by keeping vulnerable land uses away from endangered areas and/or protecting the building stock 
against hazard exposure. Hazard and risk maps provided by sectoral organizations (e.g. for water management or 
geological surveys) inform spatial planners of hazard and risk levels. Such information should be regularly revised, 
as hazards and risks are often highly dynamic.  However, this strategy is not always fully applied and applicable 
(e.g. in countries where the law or 'rational'plans do not fit the urbanisation reality of population agglomeration and 
rapid development). Unfortunately, spatial planning may also contribute to risk, as hazard zones may attract low-
income households to cheap, hazard-prone land. Consequently, retreat from hazard-prone areas and upgrading 
of specifically susceptible structures located in these areas become globally more and more important (Greiving 
et al., 2018).

The Sendai Framework’s Priority 4 ('Build back better') underlines the importance of spatial planning in the recovery 
phase: 'to develop capacities that reduce disaster risk … including through the development of measures such as 
land-use planning..' (UNISDR 2015, pp21-22). In addition, the New Urban Agenda (United Nations, 2017, p21) 
advocates 'strengthening the resilience of cities and human settlements, including through the development of 
quality infrastructure and spatial planning …, especially in risk-prone areas of formal and informal settlements … 
including the rehabilitation and upgrading of slums and informal settlements'.

BOX 2

(1)  http://www.carismand.eu

  http://www.carismand.eu
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2 Generation and analysis of alternatives 

As uncertainty is omnipresent in risk assessments, risk management planning 
must prepare for constellations of hazards and responses, using scenarios that 

support training and learning.

2.1 Key impact indicators

Different types of indicators are used in various functions of DRMP. When considering alternative scenarios and 
associated DRM measures, a standard set of key impact indicators is valuable. These can be for both direct and 
indirect impacts and be quantitative or qualitative in nature. The Netherlands national safety and security strat-
egy (Minister of Security and Justice, 2014) is based on scenarios and a set of indicators for five vital interests 
(Table 1). Every scenario is evaluated in terms of two risk components: impact of consequences and likelihood of 
the event occurring (from highly unlikely to highly likely) within the next 5 years. An outcome score that ranges 
from limited to catastrophic is generated, along with assessments of uncertainty. This is used to identify gaps 
in capabilities (see Section 3.4) that need to be addressed through new investments or changes in procedures.

Table 1.. Examples of impact indicators for vital safety or security interests in the Netherlands
Source: adapted from Ministry of Security and Justice of the Netherlands, 2014. 

VITAL SAFETY OR SECURITY INTEREST IMPACT CRITERIA AND INDICATOR

1 Territorial 
Encroachment on the national territory

Infringement of the international position of the nation

2 Physical

Fatalities

Seriously injured and chronically ill

Physical suffering (lack of basic life necessities)

Loss and damage to buildings and infrastructures

3 Economic Costs of impairment of the economy

4 Ecological Long-term effects on the environment and nature, including flora and fauna

5 Social and political

Disruption of everyday life

Damage to the democratic legal order

Social psychological impact and social unrest
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2.2 Risk levels as thresholds for development options

Risk assessment requires a broad understanding of the relevant losses and harms, and their consequences for 
interested or affected parties, and it must be targeted to determine the acceptability of a given risk to diverse 
groups or individuals within any society. Risk acceptability and tolerance depend on the existing social, econom-
ic, political, cultural, technical and environmental conditions present at societal and individual levels at a given 
time. Nevertheless, acceptable risk levels are usually defined, on the basis of a scientific risk assessment, by a 
normative judgement of governmental institutions or politicians that are democratically legitimised, rather than 
by the people affected (Peters-Guarin and Greiving, 2013). In this context, some countries define individual risk 
levels for different land use classes in accordance to their susceptibility and partly also their systemic criticality. 
This is particularly relevant for those infrastructures disruption of whose services may lead to cascading effects 
elsewhere, such as electricity and water supplies, transport and telecommunication (Greiving et al., 2016; Euro-
pean Commission, 2017).

2.3 Scenario-based planning, impact assessments and uncertainty 

Scenario modelling is increasingly used to understand and manage possible future situations with relatively high 
levels of uncertainty, including disasters (Riddell et al., 2018). DRMP scenarios are combinations of possible fu-
ture hazardous events with possible future development situations, both of which embody uncertainty. These are 
used to test and evaluate DRMP performance and the effectiveness of alternative policies and measures in terms 
of their contribution to risk reduction, all of which are deeply uncertain (Kwakkel, 2017). Scenarios are evidence 
based, but formulated by stakeholders to address situations that are considered to be significant from a policy 
perspective at any given time. In the Netherlands, for example, the network of analysts for national safety and 
security, composed of experts with diverse backgrounds, prepares and executes risk scenarios annually, consid-
ering issues such as the time horizon, the level of threat, its location and its geographical extent (Netherlands, 
Ministry of Security and Justice, 2014). The scenario outcomes are inputs for investment decisions to address 
capacity shortfalls. Scenario-based DRMP tools are developed and used in several EU projects (e.g. Crossing New 
Frontiers in Disaster Preparedness(2), European Disasters in Urban Centers: a Culture Expert Network(3), and the 
European Network of CBRN Training Centres(4)).

In addition, impact assessment frameworks and decision support tools are used in DRMP. A strategic environmen-
tal assessment (SEA) can be applied to general or sector-specific DRM plans or strategies to assess their effects. 
At the European level, the SEA Directive (2001/42/EC) requires the identification, description and evaluation of 
‘reasonable alternative' (Article 5(1)), but this is rarely done in planning practice. An environmental impact as-
sessment (EIA) can be made for different projects or structural measures (e.g. flood protection levees) contained 
in the DRM plans, or developed independently.

A cost–benefit analysis (CBA) is an important tool used for decision-making (e.g. during planning), as it helps to 
understand the trade-off between different options over time (European Commission, 2014). However, CBA often 
only allows a monetary assessment. For DRM and CCA, cost-effectiveness analyses or multi-criteria analyses 
may be preferred, especially where different social and environmental values are to be protected but cannot be 
translated into monetary terms (e.g. the protection of life).

(2) https://www.in-prep.eu			   (4) https://www.h2020-enotice.eu/?redirect=0
(3) http://educenhandbook.eu/

https://www.in-prep.eu
https://www.h2020-enotice.eu/?redirect=0 
http://educenhandbook.eu/
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The uncertainties about future climate change impacts require a parallel modelling approach (IPCC, 2014) com-
bined with representative concentration pathways (van Vuuren et al., 2011). A similar approach stressing detailed 
land uses was used to assess local and regional climate impacts (van Ruijven et al., 2014; Greiving et al., 2015). 
Demographic and socioeconomic changes are projected in parallel to the changes of the climatic system in order 
to assess the future impact of climate change on future society. Rohat et al. (2019) combined climate and soci-
oeconomic scenarios to assess future heat stress risk in Europe and concluded that changes in vulnerability play 
a major role in shaping this specific future risk. Parallel modelling is also relevant at the regional and local levels, 
to derive tailor-made adaptation strategies (van Ruijven et al., 2014; Birkmann and Mechler, 2015)

At the European level, the recent EIA Directive (2014/52/EU) addresses more areas such as resource efficiency, 
climate change and disaster prevention. It underlines the need for a parallel modelling approach by stating: ‘Cli-
mate change will continue to cause damage to the environment and compromise economic development. In this 
regard, it is appropriate to assess the impact of projects on climate (for example greenhouse gas emissions) and 
their vulnerability to climate change' (EU, 2014, art. 13). Therefore, an evolving baseline trend for both climate 
and societal indicators has to be considered when assessing the environmental effects of a plan or project (Eu-
ropean Commission, 2013c).

3. Policy instruments and products for disaster risk management 
planning

Adopting a risk-informed planning approach can assist nations and their 
communities to increase their disaster resilience by reducing risk and being better 

prepared for response and recovery processes should a disaster occur.

This section provides a non-exhaustive overview of several policy instruments and products in various DRMP func-
tional areas (Tagarev, et al., 2017) as a means to illustrate some of the variety of approaches that are required. 
Capacity development functions are critical for all such instruments and products. Sound analysis of the necessary 
resources and capabilities to respond to current and expected risks is required (ISO, 2009). 

Capacity development builds the additional capacities to mitigate or reduce the occurrence probability of risks. Ac-
tivities are geared towards building the capacities and resources that should be further developed or expanded to 
reduce the risk or to work more effectively against the impacts of the risks (Jackovics, 2016). Important elements in-
clude, but are not limited to, elaborating the list of potentially developable capacities (European Commission, 2010); 
distinguishing between the capacities that specifically refer to a particular event type and those that are of general 
interest in a variety of event types (Netherlands, Ministry of Security and Justice, 2014); and selecting and ranking 
the capacities to be developed for multiple types of risk (European Commission, 2012, 2013a,b). EU Member States 
will be required to deliver capability assessment reports by the end of 2020. The examples below serve to briefly 
illustrate several specific measures for reducing risk and increasing resilience. More detailed descriptions of such 
instruments can also be found in the later chapters and cases studies in this report.
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3.1 Early warning systems 

An early warning system (EWS) is an instrumental system providing a warning about a forthcoming or ongoing 
hazardous event. For example, a meteorological agency may issue an extreme rainfall early warning. EWSs 
are also operational for volcanic activity, earthquakes and tsunamis, among other hazards. An EWS consists 
of upstream and downstream components: the former incorporates the system’s tools and procedures for the 
creation of the early warning message by a monitoring or operational centre, while the latter is dedicated 
to the dissemination of the early warning message. Despite the advances in technology, communication and 
partnerships at international, national, regional and local levels are considered crucial for EWSs (Marchezini et 
al., 2018). Emergency plans and public education and training should be an integral part of the downstream 
component of EWSs.

An alternative categorisation of EWSs is based upon the approach used, i.e. a top-down ‘last mile' approach 
that is hazard-centred and a bottom-up ‘first mile' approach that is people-centred (Basher, 2006; Thomalla 
and Larsen, 2010; Garcia and Fearnley, 2012; Villagrán de Leon, 2012; Kelman and Glantz, 2014; Marchezini 
et al., 2018). A last-mile EWS has often proven insufficient. For example, Pakistan’s national multi-hazard EWS 
plan distributed 90 % of its budget to monitoring and warning services, leaving little for the response by the 
vulnerable and exposed population (Mustafa et al., 2015). In practice, the problem lies with the capability to make 
EWSs effective at societal level.

At global scale there are four regional tsunami EWSs (one for the Pacific Ocean est. mid-1960s; and three 
created after the Indian Ocean tsunami of 2004 for the Indian Ocean, for the Caribbean Sea and the North-East 
Atlantic, and for the Mediterranean and connected seas), which are based on collaborating national monitoring 
centres operating under the coordination of intergovernmental bodies in the framework of Unesco. The distinction 
between far-field and near-field tsunamis is critical. In far-field conditions there is enough time for effective 
response, as the travel time of the tsunami is in the order of hours. However, in the Mediterranean Sea, tsunami 
travel times range from about 10 minutes to 2 hours (Papadopoulos, 2015). Thus, the time for effective warning, 
dissemination and response is extremely limited. This makes the North East Atlantic and Mediterranean Tsunami 
Warning System project very challenging. Forty Unesco Member States participate in this system, based in five 
national centres operating on a 24/7 basis. The upstream component functions with a warning time of around 
10 minutes. The downstream component is still under preparation, as central and local civil protection authorities 
are investigating how to rapidly warn target groups.

Earthquake EWSs in Japan have been effective at local and national levels for several years (Japan Meteorological 
Agency, n.d.). Less advanced EWSs are found in other seismogenic countries such as Mexico (Allen et al., 2018) 
and Taiwan (Wu et al., 2015). In Europe, progress has been made in the regions of Irpinia, Italy, and Bucharest, 
Romania; however, here too, the downstream component is incomplete (Clinton et al., 2016).

Researchers recognise the need to co-produce knowledge through ‘citizen science’ programmes (Aitsi-Selmi, 
2016) that engage the public in data collection, data analysis, information sharing and knowledge co-production 
(Teschenhausen, 2015). These include different forms of participation and models of cooperation, from contribution 
through collaboration to co-creation (Bonney et al., 2009). Near the Tungurahua volcano in Ecuador, a network 
of 35 community volunteers has assisted volcanologists in early warning, evacuation and community-based 
monitoring, directly contributing to risk reduction (Stone et al., 2014). Volunteers provide critical local knowledge 
to experts and have also initiated evacuations independently. The network’s sustainability is built upon mutual 
trust. Regular periods of heightened volcanic activity serve to maintain community commitment.
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Several European projects (ESPREssO(5), beAWARE(6), Reaching Out(7), ResiStand(8)), contribute to the developing 
and testing of various types of EWSs. In addition, the World Meteorological Organization is collaborating with 
national meteorological organisations to provide the European Emergency Response Coordination Centre with 
accurate and authoritative information on natural hazards by designing a flexible multi-hazard scalable EWS for 
comprehensive 24/7 reporting of crisis information supported by an expert panel. Such efforts strengthen both 
top-down and bottom-up EWS capabilities (Aristotle-European Natural Hazard Scientific Partnership(9).

3.2. Spatial plans

Spatial planning defines areas that are suitable for specific types of development. Spatial plans may keep hazard-
prone areas free of further development or contain regulations on protecting the buildings, activities and populations 
against the impacts of hazards by defining minimum elevation heights or requirements on the groundwork of 
buildings, or other structural measures. Buffer zones are often used to mitigate hazardous effects (flood zones, 
protective forests, retention ponds, etc.). For some critical infrastructures, fast-track approval procedures may be 
applied. Even then, proposals that require a change of function or some sort of construction will require public 
scrutiny and debate. Ultimately, even DRR-related infrastructures could meet with high levels of resistance from 
some citizens or societal groups and lead to lengthy and costly legal procedures and consequent delays (Warner 
and van Buuren, 2011). Mainstreaming DRR concerns in spatial planning processes and vice versa provides a 
means to align the policies between these two fields for greater effect in DRR (Wamsler and Brink, 2014).

3.3 Civil Protection exercises and exchanges of experts

Joint exercises between countries are a useful tool to form and maintain partnerships in the area of disaster 
preparedness. The UCPM funds a number of civil protection exercises at the European level every year; involving 
several countries enhances cross-border cooperation in disaster preparedness. Events can be full-scale exercises, 
modules or field exercises for testing specific response capacities (EU MODEX(10)), or table-top exercises focused 
on in-depth training of key personnel. In October 2018, a flagship full-scale exercise took place in Romania, 
simulating a magnitude 7.5 earthquake hitting Bucharest and causing widespread damage to infrastructure, with 
a large number of wounded. The simulation mobilised over 1000 people, involved medical teams from Germany, 
Italy, Romania, Austria, Slovakia, Sweden, Norway and Israel, and experts from other states participating in 
the UCPM. In parallel, the UCPM facilitates an exchange of experts between countries (11) to foster sharing of 
knowledge and experience on all aspects of emergency management. A similar approach may also be adopted 
at national levels, such as in the United Kingdom (United Kingdom, Cabinet Office, 2014).

3.4 Dynamic adaptation policy pathways 

Various decision support methods can help in making robust decisions under the uncertainty that climate change 
creates. Dynamic adaptive policy pathways (DAPP) have been used to manage uncertainties in large infrastructure 
projects for climate change adaptation, e.g. the Thames Barrier in London (United Kingdom, Environment Agency, 
2020) and the Delta programme of the Netherlands (12) (Haasnoot et al., 2013). The Collaborative Risk Informed 
Decision Analysis (CRIDA) tool was developed based on DAPP to support robust decision-making for water resource 
management in particular (Mendoza et al., 2018). However, both DAPP and CRIDA have high costs in terms of 

(5)  www.espressoproject.eu
(6)  https://beaware-project.eu
(7)  https://reout.eu

(8)  www.resistand.eu
(9)  http://aristotle.ingv.it/tiki-index.php
(10) www.eu-modex.eu/Red/ 

(11) www.exchangeofexperts.eu/ 
(12) https://english.deltacommissaris.nl/delta-programme 

http:// www.espressoproject.eu
 https://beaware-project.eu
 https://reout.eu
http://www.resistand.eu
 http://aristotle.ingv.it/tiki-index.php 
http:// www.eu-modex.eu/Red/  
http://www.exchangeofexperts.eu/ 
 https://english.deltacommissaris.nl/delta-programme 
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knowledge, time and data-processing requirements. Carstens et al. (2019) provide a case study of a modified DAPP 
approach for smaller spatial planning projects at the municievel, where less financial and human resources are 
usually available, in the Swedish municipalities of Danderyds, Gävle and Söderhamn.

4. Engaging stakeholders in disaster risk management planning

Effective risk management planning requires a transdisciplinary approach.

The collaborative, transformative and transdisciplinary character of DRMP is crucial. Transformative adaptation, 
which complements coping and incremental adaptation, is a new challenge for governance, as it may imply 
fundamental shifts in power and representation of interests and values. For example, the IPCC (2014, p. 76) 
argues that ‘adaptive responses to a changing climate require actions that range from incremental changes to 
more fundamental, transformational changes'. In some locations, such as coastal zones threatened by sea level 
rise and storm surges, river valleys prone to floods or mountain valleys affected by alpine hazards, ‘responses 
could also require transformational changes such as managed retreat' (IPCC, 2014, p. 97), which could be financed 
by EU structural funds.

A particular need that must be met for adaptation at all spatial scales is the establishment of broad stakeholder 
involvement (Knieling and Leal Filho, 2013). Stakeholders are individuals, groups or organisations that may affect, 
be affected by or perceive themselves to be affected by a decision, activity or outcome of a project, programme or 
portfolio in which disaster risk is a core concern. Stakeholder engagement is indispensable for the acceptability, but 
also the applicability, of adaptation measures that are widely targeted to civil society (e.g. adaptation of buildings 
or agricultural activities). Moreover, political decisions based on uncertain knowledge need a broad mandate from 
all social groups (Greiving and Fleischhauer, 2012; Fleischhauer et al., 2012; Walker et al., 2014). Directly affected 
stakeholders should be involved throughout the DRMP process, including implementation of the adaptation 
measures. This is particularly important for adaptation measures that should be mainstreamed in regional and 
urban development (Kern and Bulkeley, 2009; EEA, 2013).

For example, regional and urban development agencies should play an important role in climate change adaptation 
because of its integrative, cross-sectoral character. As disasters occur in specific places and might cause conflicts 
with land use and regional development, there is a need to find territorially relevant answers to the challenges 
such conflicts entail. At the same time, spatial planning offers a variety of approaches to reduce the negative 
impacts of disasters (Greiving and Fleischhauer, 2012). DRM and CCA call for a cross-sectoral approach because 
of the variety of sectoral impacts and the interdependencies between impacts and response strategies. Mickwitz et 
al. (2009) also argued for a prominent role for comprehensive spatial planning in this regard. Non-adapted urban 
development with economic growth and urbanisation of landscapes that are exposed to climate hazards, such 
as floods or droughts, may increase risk for populations and infrastructures and reduce the resilience of natural 
systems. 

CCA, DRM and sustainable development are all intertwined, as adaptive capacity building contributes to the well-
being of both social and ecological systems globally. According to the IPCC (2014, p. 94), ‘Effective implementation 
[of adaptation and mitigation options] depends on policies and cooperation at all scales and can be enhanced 
through integrated responses that link adaptation with other societal objectives'. Other socioeconomic trends (e.g. 
demographic or land use changes) are interrelated with climate change, and also determine adaptive capacity. 
That is why regional and urban development agencies are asked to base judgements on adaptation on a parallel 
modelling approach of climatic and socioeconomic trends, as explained in more detail in Section 1.6.
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	 Policymakers

	 Citizens

	 Scientists

	 Practitioners

5 Conclusions and key messages

Effective DRMP requires well-conceived and coordinated strategies and actions between a diverse range of ac-
tors, including citizens, at multiple levels and integrating a large number of disciplines in order to ensure that 
adequate capacity and capability exists to execute major crisis management functions (Tagarev et al., 2017) in 
a competent and efficient manner. 

		

Policymakers need to create enabling frameworks and institutions that support the development of effective 
DRMP, built upon well-conceived capabilities and functions that are supported by vertical and horizontal inte-
gration and coordination across all sectors as well as public, private and civic stakeholders. Their efforts can 
be guided by the taxonomy of DRM functions.

		

DRM practitioners are required in all sectors and levels of society and are crucial for effective DRM operations, 
and they act as focal points for the complex vertical and horizontal integration and coordination activities 
that are required for effective DRM.

		

Multidisciplinary scientific research contributes to developing and strengthening all DRM functions throughout 
the entire DRM cycle. A diverse range of scientists enrich society’s understanding of how risk is generated and 
strengthen risk management practices by driving methodological development and learning to inform DRM 
capability development.

			 

Effective DRM requires strong engagement with citizens. Citizens have various roles in DRM, from relatively 
passive to very active, depending upon their capabilities and capacities and the specific nature of a disaster. 
As they are the most numerous and diverse of all actors, there are many challenges to engaging them effec-
tively in DRM. Clear communication and targeted capacity development can ensure an optimal contribution 
to DRM processes.

The investments that have been made through projects under Horizon 2020 and its predecessor programmes 
have substantially strengthened Europe’s DRMP capabilities, enabling communities and Member States to build 
more effective adaptation and transformation processes in response to a dynamic risk landscape. 



78

Lead Authors: 

Mikio Ishiwatari 			   The University of Tokyo, Japan
					   
Eduardo Gallego 			   Universidad Politécnica de Madrid, Spain 
					   

Contributing Authors:
 
Maureen Wood 			   European Commission, Joint Research Centre
					   
Lydia Cumiskey			   Middlesex University, United Kingdom			 
		
Roger S. Pulwarty			   US National Oceanic and Atmospheric 
					     Administration, United States of America 
Matthieu Meerpoel			   Catholic University of Lille, France
					   
Agostino Goretti			   Civil Protection Department, Italy
					   

2.3	
   Implementing 
     risk management measures

Ishiwatari, M., Gallego, E., Wood, M., Cumiskey, L., Pulwarty, R.S., Meerpoel, M., Goretti, A., ‘Implementing risk management measures’, 
in: Casajus Valles, A., Marin Ferrer, M., Poljanšek, K., Clark, I. (eds.), Science for Disaster Risk Management 2020: acting today, 
protecting tomorrow, EUR 30183 EN, Publications Office of the European Union, Luxembourg, 2020, ISBN 978-92-76-18182-8, 
doi:10.2760/571085, JRC114026.



CHAPTER 2 INTEGRATING THE RISK MANAGEMENT CYCLE

79

1 Introduction

The application of methods, tools and evidence from science and technology is fundamental to successfully 
anticipating and managing risk. The Sendai Framework for Disaster Risk Reduction (SFDRR) (UNISDR, 2015) 
recognises the importance of science and technology in its priority actions of implementing risk management 
measures (Calkins, 2015; Aitsi-Selmi et al., 2016; Shaw et al., 2016; Trogrlić et al., 2017). The SFDRR, which 
the UN General Assembly endorsed, charted the global course over the next 15 years from 2015 until 2030. 
The European Commission (2016a) published Action Plan on the Sendai Framework for Disaster Risk Reduction 
2015–2030: A disaster risk-informed approach for all EU policies in 2016. This 5-year action plan aims to guide 
the implementation of the SFDRR and to provide for a more systematic disaster-risk-informed approach in EU 
policymaking. The research community, engaging with the policy community, is expected to enhance the science–
policy interface in policymaking. This subchapter describes how the role of science has evolved and scientists 
can support the implementation of risk management measures. Risk management mechanisms are evolving 
from top-down to networking approaches in Europe. Scientific knowledge can produce implementable solutions 
through engagement with stakeholders in addition to providing evidence-based information for decision-makers 
and government organisations (Scolobig et al., 2015).  .

2 Governance - Sharing knowledge, risks and responsibility among 
stakeholders

Governance arrangements engaging relevant stakeholders need to be in place to 
efficiently implement risk management measures. 

Risk governance is moving towards an approach by which stakeholders share responsibilities for decisions and for 
implementing risk management measures (UNDP, 2015). These stakeholders include governments at all levels, 
businesses, industries, communities and individuals, as well as civil society organisations. Governments have 
the primary role in reducing disaster risk, but government organisations alone cannot efficiently implement risk 
management measures (Tierney, 2012; Alexander et al., 2016, 2019; Rouillard and Spray, 2017; Tullos, 2018; 
Ishiwatari, 2019a). The SFDRR stresses the concept of disaster risk governance that requires all stakeholders to 
be engaged in the implementation of risk management strategies (UNISDR, 2015). Collaboration would be more 
effective if there were a systematic exchange of information and results from different disaster risk manage-
ment processes. This needs to be triggered by regulation, standards and recommendations. Society in Europe has 
strengthened governance arrangements as shown in Figure 1. Local communities, civil society organisations, the 
private sector and volunteers have increasingly been engaged in managing disaster risks as well. Disaster risk 
governance has developed by focusing on natural and technological hazards, but arrangements can contribute to 
responding to public health emergencies, such as the COVID-19 pandemic (Djalante et al., 2020; UNDRR, 2020).

2.1 Government sector
a. Regional level
Improved collaboration is needed among actors across multiple sectors, to deliver integrated outcomes for risk 
management, strategically, operationally and in day-to-day actions. EU policy has made considerable progress in 
coordination of response to crises and has made initial steps towards fostering a multi-hazard approach across 



80

the risk management cycle. ARGUS, a rapid alert system, collects crisis information from various early warning 
systems within the Commission services to coordinate its response (Boin et al., 2014). The EU Civil Protection 
Mechanism pools responsecapacities from 34 participating states and can be deployed inside the EU and around 
the world. The Emergency Response Coordination Centre (ERCC) is the operational heart of this mechanism and it 
monitors and coordinates response to disasters. For example, the ERCC coordinated the deployment of firefight-
ing aeroplanes, helicopters, ground vehicles and personnel from different countries at the big forest fires of 2017 
in Portugal, and of 2018 in Greece and Sweden, the last one being the single biggest forest fire operation since 
the ERCC’s creation. The EU upgraded the EU Civil Protection Mechanism in 2019. rescEU, which is a European re-
serve of capacities, expands in response to various threats such as medical emergencies or chemical, biological, 
radiological and nuclear (CBRN) incidents.

Figure 1. Selected practices of governance arrangements. Source: Authors.

It is expected that initiatives such as the EU’s Disaster Risk Management Knowledge Centre (DRMKC) will help 
the EU to move in future towards a multi-hazard approach across all stages of the risk management cycle. The 
DRMKC aims to serve as a central network of scientists, policymakers and practitioners where innovation, new 
knowledge and good practice can be exchanged. Its aim is to provide a rich forum where experts in these do-
mains, associated with management of one or more types of natural or technological disasters, can learn from 
each other’s work and experience.

The cooperation in southern Europe provides a good practice of collaborative drought management. The region 
has been historically highly vulnerable to droughts largely because of semi-arid climatic characteristics and in-
tensifying water use, and is projected to be one of the regions in Europe most affected by climate change. While 
Portugal and Spain share five major rivers, more than three quarters of the total existing storage capacity of the 
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shared river basins is located in Spain. The EU Water Framework Directive (WFD) (EU, 2000) set a new perspec-
tive for European water policy and management, advocating a river-basin-level approach, including the develop-
ment of drought plans and river basin management plans to protect water bodies (Maia, 2008). The Convention 
on Cooperation for Portuguese–Spanish River Basins Protection and Sustainable Use, usually referred to as the 
Albufeira Convention, was framed under the WFD principles and was the first to address all the shared rivers, at 
river basin scales. Both countries are implementing drought management of the shared basins as follows (Pul-
warty and Maia, 2015; Maia and Serranos, 2017):

•	 drought monitoring and early warning systems to predict drought occurrence, 
•	 promotion of standard and common approaches in drought management, 
•	 development of a sound common indicators system across drought types. 

b. State and local levels
Each state has developed risk management systems according to its national context and historical experiences. 
Administrative responsibilities, legal frameworks and operational practices of civil protection differ by country. For 
example, federal countries take decentralised and local bottom-up approaches, while former communist countries 
tend to take more a centralised approach (Kuipers et al., 2015). Most countries have created the leading agencies 
responsible for crisis management at the national level, but agencies’ roles vary per country. These roles include 
coordinator, supervisor, platform and service provider (Ishiwatari, 2013).

Some countries have developed new policies and strategies of risk management that aim to engage various 
stakeholders in implementing risk management measures. Germany revised flood risk management following 
serious floods in 2002 to cover (1) retention of floodwater, (2) adapted use of flood-prone areas and (3) response 
and recovery (Thieken et al., 2015). The United Kingdom is promoting the strategic national framework on commu-
nity resilience and the Making Space for Water programme. The Netherlands is taking the approach of ‘Room for 
River' to adapt to climate change. Furthermore, the EU Flood Directive (2007/60/EC; EU, 2007) aims for the active 
involvement of interested parties in the setting up of flood risk management plans.
Working in partnership is needed to effectively implement specific risk management measures, e.g. flood defences 
or early warning systems.

Figure 2. Enschede fireworks disaster. Source: Bartflikweert, 2000. 

It is even more important for the effective implementation of 
cross-cutting measures and resilient housing development 
that can offer synergies and manage conflicts across 
multiple interests such as transport, environment, housing, 
economic growth (Hori et al., 2017; Cumiskey et al., 2019). 
It is also important that a wider range of sectors and 
ministries manage the risks specific to their systems and 
engage with each other to reach a mutual understanding 
of the risks and measures needed to address them with 
their recognised interdependencies. Reaching this level 
of collaboration in practice comes with its own set of 
challenges (Ishiwatari, 2016). Mechanisms that enable 
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stronger communication and knowledge exchange between actors are needed, such as individual coordinators 
or ‘boundary spanners’ (Williams, 2002), and multi-stakeholder partnerships (Djalante, 2012). Funding cycles, 
timelines and bidding processes can vary from one government sector to another such that innovative funding 
mechanisms are needed that encourage and enable alignment and joint investment between different public-
sector agencies.

At the local level, a twinning arrangement between local governments can function to provide expert support 
of recovery and emergency work. The twinning arrangement can avoid an overlap of support by clarifying 
responsibilities, achieve speed and continuity of support, and enhance accountability (Ranghieri and Ishiwatari, 
2014). For example, following the 2002 Molise-Puglia earthquake in Italy, each region throughout the country 
was assigned to support one of the affected municipalities. Experts coming from outside the area assisted the 
local governments in conducting response and recovery activities, such as the provision of emergency shelters 
and building inspections (Goretti and Di Pasquale, 2009). This twinning approach was also applied to recovery 
programmes following the east Japan earthquake and tsunami of 2011 and the Wenchuan earthquake in China, 
2008.

c. Knowledge management
Knowledge, expertise and good practice should be shared across government authorities nationally as well as 
regionally. Technological risk has led to the use of multidisciplinary public–private partnerships for managing 
the associated risk because understanding and managing the impacts of a technological disaster can involve 
diverse expertise, from engineering and economics through health and the environment to safety and security. 
EU competent authorities overseeing nuclear and chemical risks have exchanged knowledge and experience at 
the EU level for up to 30 years through joint research and working groups to improve risk management policy 
and implementation (European Commission, 2014; Wood, 2017). 

Management of these risks requires a bottom-up approach, as decisions need to be sensitive to the cultural, 
social and economic perspectives of local communities. To illustrate, exchanges at the EU-level working group of 
Seveso inspectors provide information directly from the field on emerging risks that often trigger research and 
development of new tools and standards of practice. The substantial work on identification and management of 
risks associated with ageing hazardous sites (e.g. Wood et al., 2013; OECD, 2017) is one of many examples of 
how bottom-up approaches stimulate innovation.

In this spirit, the EU’s CBRN centres of excellence support strengthening institutional capacity to manage these 
complex risks through regional networks of expertise (Goulart et al., 2018). Current security threats have a 
global, multidimensional and cross-border nature; therefore, CBRN risks cannot be dealt with by a single country 
operating in isolation. Areas of concern for the EU and its partner countries include disease surveillance, waste 
management, emergency planning, early warning, civil protection, export controls on dual-use goods and the 
cross-border trafficking of CBRN materials. 

Participating countries work bottom-up to identify risks, assess gaps and needs, draw up national CBRN action 
plans and collectively agree on activities or projects to be taken forward at regional level. The projects often 
focus on building awareness and capacity in relation to preparedness, mitigation and response, and on identifying 
future needs in regard to strengthening legal frameworks and prevention. For example, the MediLabSecure 
project (Gaayeb et al., 2016) encompasses 55 virology and entomology laboratories in 22 non-EU countries and 
aims to enhance the preparedness for and response to the threat of emerging viral diseases in the Mediterranean 
and Black Sea regions.
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Risk assessment and land-use planning of EU Seveso sites

The EU Seveso Directive (2012/18/EU; EU, 2012) requires that the Member States take account of chemical 
accident risk in their land-use-planning policies, with particular attention to siting of new hazardous facilities 
and building extensions of existing sites, as well as development of communities and community infrastructure 
around hazardous sites. Given the numerous possible inputs and the diversity of risk assessment and land use 
protocols, the outcome of the land-use-planning process for the same type of site can differ considerably from 
one country to the next. Much of this variation is difficult to avoid. It has long been acknowledged that risk meth-
ods and land-use-planning processes are embedded in local culture and pre-existing legal systems. However, 
technical aspects associated with the consequence analysis, in particular the selection of scenarios and scenario 
attributes, are not subject to this constraint and yet they can be distinctly different from country to country.

Governments and industry recognised an opportunity to work together to develop common accepted practices 
for determining which scenarios should be taken into account in the land-use-planning process. For sever-
al years a group of industry and competent authority experts organised by the European Commission Joint 
Research Centre’s Major Accident Hazard Bureau worked together to build consensus around a selection of 
common reference scenarios, published in 2017 as the Handbook of scenarios for assessing major chemical 
accident risks (Gyenes et al., 2017). This reference handbook enables all authorities to consider the full range 
of possible outcomes when assessing risks associated with a major hazard site. Although it does not in any way 
ensure that authorities will arrive at similar risk figures or planning decisions, it gives a common framework in 
which the rules of science and logic can be applied. The use of common reference scenarios can, in particular, 
give citizens more confidence that authorities are ensuring that all necessary measures are being taken to re-
duce the impacts from serious chemical accidents.

BOX  1

2.2 Private sector

At national level, risk management for environmental risk is often a shared responsibility between government 
and industry. In most western countries, a substantial part of the environmental risk is directly or indirectly con-
trolled by private hands. A good example is the Spanish protocol for radiological surveillance of metal recycling 
(Cadierno et al., 2006), which is effectively contributing to reducing the radiological risk in the metal recycling 
industry and to mitigating the consequences of possible incidents in this industrial sector. The frontline respon-
sibility for control of a major chemical hazard lies with the owners and operators of the production or services 
that are involved in the processing and handling of dangerous substances. The EU Seveso Directive allocates 
responsibilities for controlling chemical hazard risks to both industry and government, fostering regular exchange 
between the two parties on risk reduction (see Box 1).

Experience also shows the importance of achieving an appropriate balance of responsibility and control between 
public- and private-sector actors. There are many disasters for which governments were faulted for failure to 
provide adequate oversight of risk management in the private sector, such as the West Fertilizer explosion and 
fire, USA, 2013 (US Chemical Safety Board, 2013) and the Enschede fireworks disaster, Netherlands, 2000 (Figure 



84

2; French Sustainable Development Ministry, 2009). Some experts also argue that an overabundance of prescrip-
tive regulations can be an obstacle to risk management in the private sector, as noted by Hale et al. (2015) in 
relation to occupational safety. Industry has also contributed to disasters when risk management is subordinate 
to other priorities, a failure attributed to BP in several disasters occurring between 2005 and 2010 (Bratspies, 
2011).
  

2.3 Civil society organisations, community

Local communities are an important component of any DRR strategy when empowered with knowledge to un-
derstand the hazard and the risk on their doorsteps and with the ability to act to defend community interests. 
Community participation allows those most affected by the risk to explore and share their vulnerabilities and pri-
orities, enabling risks to be better defined and appropriate interventions to be designed and implemented (Twigg 
et al., 2015; Das et al., 2020). Many sources recommend that such community involvement begin at the very 
start of the risk management cycle, that is, involving communities with hazard identification and risk assessment, 
continuing on to prevention and preparedness, and finally response and recovery (Ishiwatari, 2012). 

Community insights can provide important input to DRR strategies. By extension, civil organisations and charities, 
as well as groups that advocate and give voice to communities (e.g. women leaders, impoverished communities, 
homeless populations, the elderly, people with disabilities), are also valuable stakeholders and have a perspective 
on the risks as well as a role to play in managing them (Tanaka et al., 2018). Moreover, as noted by United Na-
tions Development Programme (UNDP, 2004), locally specific data can also help to refine policy at regional and 
national levels. To participate effectively, communities also need expert advice on understanding the risks and 
what can be done about them (see Subchapter 2.1). Risk communication contributes to strengthening capacities 
at the levels of individuals, communities and organisations concerned (see Chapter 4). Since communication 
serves multiple purposes and functions throughout the risk management cycle, the style of communication 
should match the needs of stakeholders (Höppner et al., 2012).

A remarkable case is the implementation of flood risk management, in which citizens are increasingly partici-
pating. Local communities fight against disasters on the front line by preparing equipment, helping neighbours 
escape, enhancing structures, rescuing other community members, operating emergency shelters, etc. In Poland, 
volunteer organisations, such as the Scouts, Caritas and the Red Cross, support flood emergency response. In 
England, flood action groups conduct various activities at the community level, including formulation of commu-
nity flood action plans (Mees et al., 2016). In addition, volunteer flood wardens from communities are engaged in 
communicating official warning messages to local inhabitants (Lanfranchi et al., 2014).

3 Incorporating science in policy decision making and implementation    

Science is vital for efficiently implementing strategies for mitigating the most 
serious consequences of hazards before they become disasters, by identifying the 
potential range and severity of exposures, patterns of causality and the bases for 

action. 

Experiences of some governments in 2020 show that they may lose the people’s trust and have difficulty in de-
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ciding new policies and measures against pandemics if they do not release scientific data, models and assump-
tions (Nature, 2020). Thus, the scientific community has an important role to play in the implementation of risk 
management policies and measures (Box 2; Aitsi-Selmi et al., 2015; GFDRR, 2016).

3.1 Science in policymaking

The engagement of the scientific community needs to be twofold: firstly, the public institutions need to be more 
open to using scientific evidence, but at the same time the scientists and researchers need to adjust their research 
for more practical implications. Scientific institutions have more scope to conduct research on the effectiveness 
and impact of using new approaches to risk management such as nature-based solutions or property-level and 
community resilience, unlike more traditional engineering measures (e.g. embankments and flood walls against 
flood risks). Practitioners and policymakers need access to more of this scientific evidence to justify decisions to 
use these more innovative approaches with multiple benefits. However, the challenge arises when policymakers 
demand simplified information on short timelines, whereas scientists are more inclined to work on specific de-
tailed information on longer timelines. The co-design, co-development and co-evaluation of knowledge, data and 
other information are crucial for success.

Science–policy partnerships can help to merge these two sides. For example, the Environment Agency in the 
United Kingdom runs a joint flood and coastal erosion risk management research and development programme, 
including a technical advisory group with members of the scientific community advising on their research, and 

The Japanese government incorporated the best available science and technology into the recovery policy after 
the great east Japan earthquake and tsunami (GEJE) in 2011. Japan revised the national disaster management 
plan and enacted the new law ‘Building tsunami-resilient community’ in accordance with scientists’ recommen-
dation in December 2011, 9 months after the tsunami disaster.

The government had established institutional mechanisms for scientists and researchers to participate in policy-
making processes for risk management even before GEJE. The Central Disaster Management Council, which the 
Prime Minister chairs, has the mandates of formulating the national disaster management plan and providing 
advice on the overall policy, coordination and emergency measures for disaster management. The council can es-
tablish technical investigation committees. After GEJE, the council established a technical investigation commit-
tee in April 2011, consisting of scientists and researchers, to examine measures against tsunami disasters. This 
committee recommended preparing for the largest possible tsunami by taking both structural and non-structural 
measures. The recommended policy covers (1) strengthening evacuation systems; (2) building resilient commu-
nities by developing multiple defence lines, protecting crucial facilities and formulating urban plans considering 
disaster risks; (3) conducting DRR education programmes (Ishiwatari, 2019b). 

BOX  2

Incorporating science in recovery policymaking of tsunami 
disaster in Japan
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supports uptake of the research in practice (Environment Agency, 2015). The Natural Hazards Partnership in the 
United Kingdom is another example of joint working to enable a coordinated voice between the academic and 
practitioner communities on natural hazards. This partnership is leading to a shift from hazard-based to im-
pact-based research to better understand and forecast potential impacts, and is developing cutting-edge hazard 
impact models and framework (Hemingway and Gunawan, 2018).

Innovative and integrated flood risk management solutions: 
Leeds Flood Alleviation Scheme, United Kingdom

Following severe flooding in 2015 (Figure 3), Leeds City Council embraced an innovative approach to tackling 
flood risk by adopting a flexible, phased and adaptive approach while achieving multiple benefits for the city and 
surrounding communities. The scheme was successful in unlocking funding from a diverse range of public sector 
funds nationally, regionally and locally, which aligned the scheme with multiple beneficiaries: economic develop-
ment, employment, infrastructure, ecological diversity and public space amenity (Alexander et al., 2016; Leeds 
City Council, 2018).  

The first phase of the scheme, completed in 2017, provides a one-in-75-years level of protection, and the second 
phase started in 2019 to increase the protection level to one in 200 years (Leeds City Council, 2019a). The first 
phase, costing GBP 50 million, increased protection to more than 3 000 homes, 500 businesses and 300 acres of 
development land (Leeds City Council, 2019b). The scheme included the innovative and pioneering application of 
movable weirs that keep the river navigable, along with increasing the flow capacity by removing an island, and 
installing flood walls and a fish pass. 

The second phase, costing GBP 112 million, takes an integrated catchment approach, which includes a combina-
tion of natural flood management (NFM) and engineered measures (Leeds City Council, 2019a). The innovative 
NFM measures include piloting the creation of a new woodland area by planting hundreds of thousands of trees, 
installing debris dams and restoring floodplains, with the aim of complementing additional engineering measures.

The scheme works closely with multiple research projects. For example, Yorkshire Integrated Catchment Solutions 
Programme (iCASP) supports the development of cost estimates and justifies additional budget (iCASP, 2019). 

Figure 3. 2015 Flooding in Leeds. 
Source: West Yorkshire Combined Authority 2016.

Lessons from the Working with Natural Processes 
Evidence Directory (including 65 NFM case studies) 
supported the selection of NFM approaches 
(Environment Agency, 2018). The scheme also explored 
multi-stakeholder governance arrangements. 

Relationships between the key actors, including Leeds 
City Council, the Environment Agency, water companies, 
academia and non-governmental organisations, grew by 
ensuring multi-stakeholder project boards, catchment 
partnerships and encouraging individual leadership 
(Alexander et al., 2016).

BOX  3
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Cutting-edge science and engineering knowledge can contribute to promoting innovative measures for risk man-
agement and climate change adaptation (Box 3). Regional flood and coastal committees in England are statutory 
committees that ensure there are coherent plans, programmes of investment and collaboration between actors 
for flood and coastal erosion risk management regionally, and they often coordinate with academia (United King-
dom, Government, 2011; O’Connell and O’Donnell, 2014). 

Conferences that engage scientists, practitioners and policymakers can also act as a good mechanism to bridge 
science and practice, e.g. the Flood and Coast Conference in the United Kingdom. Local scientists can form part 
of project implementation advisory groups, e.g. large flood alleviation schemes, to ensure connections to uni-
versity students and research. At the regional level, the Driver+ project and the European Commission launched 
policy–research dialogue round tables to ensure comparability and improve the uptake of results stemming from 
EU-funded research and innovation projects. The outcomes of EU projects are expected to contribute to devel-
oping the capability of practitioner organisations in DRR and crisis management (Tagarev et al., 2017; Tagarev 
and Ratchev, 2020).

3.2 Application of scientific knowledge in implementation

Scientific knowledge requires mechanisms and interlocutors to translate it into action. In particular, effective risk 
management demands an integrated approach to ensure continuity of attention to causes and consequences 
across the risk management cycle. One such approach applied to chemical accidents is layer of protection analy-
sis, in which elements of the cycle, starting with reduction of the hazard itself, and working outwards to accident 
prevention and lessons learned, are managed as individual but integrated layers of protection throughout the 
process life cycle (design to decommissioning) (Sharratt and Choong, 2002). 

The starting point for effective control of reporting major chemical hazards is a systematic assessment of risk 
associated with the hazardous activities that guides the selection of prevention and mitigation measures, with 
proportionate attention to risks based on potential consequences (Villa et al., 2016). Prevention is considered the 
first line of defence, since it is considered that causes are controllable to a large extent and can even be eliminat-
ed. In reality, sufficient reduction of accident risks is a challenge. Thus, preparation is the second line of defence 
to limit risks by identifying and managing risks through safety measures and land use planning. Emergency re-
sponse is the third line of defence to limit impacts, by adapting and testing emergency plans and communication 
of safety measures to the public. Managing risks requires improving continuously the cycle of these elements by 
learning lessons from accident reporting and data analysis.

Scientific knowledge and technology are used in the Copernicus programme, which aims to provide disaster 
information based on satellite Earth observation to mitigate the loss of lives and property, and damage to the 
environment. The Copernicus Emergency Management Service provides geospatial and monitoring information 
about natural disasters, human-made emergencies and humanitarian crises. The early warning component of 
the service consists of (1) the European Flood Awareness System and Global Flood Awareness System for 
monitoring and forecasting floods, (2) the European Forest Fire Information System for real-time and historical 
information on forest fires and (3) the European Drought Observatory for drought early warnings (European 
Commission, 2016b). 

In addition, the Enhancing emergency management and response to extreme weather and climate events (ANY-
WHERE) programme is funded within the EU’s Horizon 2020 research and innovation programme. Horizon 2020 
aims to ensure that the EU produces world-class science, removes barriers to innovation and makes it easier 
for the public and private sectors to work together in delivering innovation. The ANYWHERE programme covers 
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various risk management techniques. It will establish a pan-European multi-hazard platform providing state-of-
the-art early warning information, which identifies the expected weather-induced impacts and their locations in 
time and space.

Italy has revised the seismic code and expanded the definition of seismic zones by using scientific knowledge 
following destructive events. Through the application of this code to new building and informing the retrofitting 
of existing buildings and structures, the country has become more resilient to earthquakes. The 1908 Messina 
earthquake and 1915 Avezzano earthquake killed some 80 000 and 30 000 people respectively. The number of 
casualties has decreased drastically in recent years. 

The first seismic provisions were issued in 1909 after the Messina earthquake. The engineering committee, which 
the government established, proposed the first seismic code. The seismic code was revised in 1915 following the 
Avezzano earthquake. The code was updated in 1974 by incorporating knowledge developed in seismology and 
earthquake engineering. Following the Irpinia earthquake a new zoning system was enforced in 1984 (Stucchi et 
al., 2011). The seismic zone, which covered only two thirds of the country at the 2002 Molise earthquake, was 
expanded to cover the entire country in 2003. Following the 2009 L’Aquila earthquake, the code was upgraded to 
cover the design of new civil and industrial constructions, bridges and geotechnical structures and modification 
of existing structures (Santucci de Magistris, 2011).

Scientific and engineering knowledge are crucial in implementing risk reduction efforts as well (Izumi et al., 2019). 
Structural experts and geologists were engaged in seismic assessment and retrofitting activities in Lazio, Italy, 
following the 2002 San Giuliano di Puglia earthquake. The region established the Scientific-Technical Committee, 
which consisted of engineers and geologists from government organisations and universities. The committee su-
pervised and supported seismic assessments and seismic design for retrofitting crucial buildings and infrastruc-
ture, and provided training to practitioners to master the technology associated with the updated seismic code. 
It conducted seismic assessments of some 1 170 buildings and retrofitted 17 schools and 13 other buildings 
(Colombi et al., 2008).

4 Monitoring and evaluation

Continuous monitoring and regular evaluation provide feedback to improve 
performance in risk management. The EU Member States and other stakeholders 
have identified complementary methods to measure the progress and impact of 

individual projects and programmes.

4.1 Systematic monitoring: United Nations Sendai Framework for 
Disaster Risk Reduction and European Union directives

Each country reports on 38 indicators to monitor the achievement of the seven global targets of the Sendai 
Framework for Disaster Risk Reduction (SFDRR) (UNISDR, 2015). The United Nations Office for Disaster Risk Re-
duction (UNDDR) assesses progress in implementation biennially, and presents analysis and trends in the Sendai 
Framework progress reports. The UNDRR issues to the states a self-assessment grid, which is based on criteria 
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to assess the potential progress made by states. The European Commission reviews progress on the EU action 
plan on the SFDRR (European Commission, 2016a), and each Member State needs to report its progress to the 
Commission.

The EU has developed standards for risk management to ensure quality in the delivery of guidance. For example, 
the Floods Directive (2007/60/EC) requires the Member States to create flood risk management plans (FRMPs) 
to reduce the adverse consequences for human health, the environment, cultural heritage and economic activity 
associated with floods. All Member States have begun implementation of FRMPs (European Court of Auditors, 
2018). The European Commission is monitoring the progress of implementation systematically, with variations 
in different local contexts. For example, the latest assessment report recommends that Member States include 
climate and socioeconomic changes, such as urban sprawl and soil-sealing land use, more widely in flood risk 
management (European Commission. 2015). In addition, the Member States report data on prevention and pre-
paredness measures under the EU civil protection mechanism.

4.2 Evaluation of projects and programmes
 
Cost–benefit analysis is applicable to risk management projects and is a useful tool in choosing among different 
options and understanding the effectiveness of a project. While there are some limitations, such as difficulties 
in estimating the value of human lives and indirect economic effects, cost–benefit analysis is widely used. This 
analysis can be also used for post-project evaluation to improve policies and programmes for risk management.
The typical approach for chemical incidents is to count the number of serious incidents that has occurred. Incident 
data are strong evidence of gaps in risk management, but in general are not adequate for proactive risk man-
agement. Probabilities of serious accidents are so low that a risk might not become manifest for years, i.e. when 
the accident has already happened. Other leading indicators are needed to obtain a more rounded picture of 
chemical incident risk, to also prevent incidents that arise from other hazard sources but have not yet occurred. 
There are several initiatives in industry and government that are under way to identify serious risks before they 
become accidents (hazard ratings, performance indicators, risk governance measures, near-miss data), but they 
are far from being widespread and many are still in the experimental stage.
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5 Conclusions and key messages

The EU and Member States have been strengthening governance arrangements to efficiently implement risk 
management measures by engaging a wide range of stakeholders. These stakeholders share responsibilities and 
knowledge at the regional, national, local and community levels. Recommendations to the stakeholders are as 
follows.

	 Policymakers

	 Citizens

	 Scientists

	 Practitioners

	 	

Practitioners and scientists

Policymakers should establish stronger mechanisms of communication and knowledge exchange. At the 
regional and national levels, working in partnership with neighbouring governments is needed to face 
cross-border threats and implement effective cross-border responses. Good examples such as the EU CBRN 
centres of excellence can inspire the creation of regional networks of expertise to support strengthening 
institutional capacity to manage complex risks. At the local level, twinning arrangements between local gov-
ernments can help provide expert support for emergency and recovery work. Policymakers should strength-
en monitoring and evaluation mechanisms, which are the key to measuring the progress and impact of 
individual projects and programmes. 

Practitioners in governments and industry should collaborate in identifying and implementing risk manage-
ment measures because of the need for coordinated responses and for joint responsibility and control. This 
contributes to developing a culture of safety, which is essential to duly implement management measures 
against risks.

Citizens are expected to be engaged more actively in community-based disaster risk management activi-
ties. A noteworthy case is the implementation of flood risk management, in which citizens are increasingly 
participating.

Practitioners and scientists can continuously improve the measures by receiving feedback from monitoring 
and evaluation efforts and learning from it. The EU has established monitoring and evaluation mechanisms 
to improve risk management policies and measures, of which the action plan on the SFDRR and the Floods 
Directive are the best examples

Scientists should support the development of innovative and more effective risk management measures so 
that practitioners can use cutting-edge science and technology to count measures at all phases of the risk 
management cycle. Experience in Europe shows that science is vital for implementing strategies to mitigate 
the most serious consequences of hazards. Scientific knowledge and technology are used in several natu-
ral-hazard-monitoring and response systems that are already operating or being developed in Europe.
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Disasters caused by natural and anthropogenic causes, particularly those on a large scale, drastically 
affect communities, infrastructure and ecosystems, often leading to adverse economic, societal, political and 
environmental consequences. The interest in improved models or pilot actions for the risk management cycle 
(RMC) is gradually increasing at local, national, European and global levels. In Chapter 2, the RMC is described 
from three main perspectives, each one being a prerequisite for the next: risk assessment (subchapter 
2.1), risk management planning (subchapter 2.2) and implementation and monitoring (subchapter 2.3). 
Thereby, Chapter 2 synthesises the state of the science in each of those areas, highlights persisting gaps 
and challenges, and provides future directions for research and action.

Today it is widely acknowledged that efforts to reduce current risk and prevent future risk should be based 
on a solid understanding and assessment of the drivers, spatial patterns and dynamics of disaster risk. The 
participation in risk assessments of a large variety of disciplines and actors, such as scientists from the 
social and natural sciences, policymakers, practitioners, the private sector and citizens, is key to capture 
the complexity of disaster risk, but also to facilitate the mainstreaming of risk information into policy and 
practice. Over recent years, a number of concepts and approaches have been developed to assess risk 
associated with natural hazards and with climate change at and across different spatial (local to global) 
and temporal (past trends, present-day risk, future scenarios) scales. Despite recent advancements in the 
understanding and assessment of risk, a number of challenges persist. These include questions on how to 
better incorporate traditional/local knowledge as well as intangible factors (e.g. changing risk perception, 
values, norms and beliefs) into assessments, but also how to capture the systemic nature of risk in an 
increasingly interconnected world. Further, in order to be useful for decision-making, communicating risk 
information as well as associated uncertainties to relevant stakeholders in an understandable and actionable 
manner is of crucial importance.

Risk management planning is a complex, multilevel and multi-stakeholder practice. It requires the active 
engagement not only of public bodies and of the private sector, but also of civil society groups and of 
citizens, all in an effective synergistic way. As a consequence, risk management planning requires the 
development and preparation of specific capacities and capabilities by a variety of institutions based on 
evidence coming from risk assessment processes. Risk management planning covers the entire spectrum 
of the RMC, including the pre-disaster phases of prevention/mitigation and preparedness, the immediate 
response to the disaster and the post-disaster phase of recovery. In practice, however, some overlap is 
observed between the various RMC phases. As a consequence, the determination of clear responsibilities 
for specific tasks is vital for an effective and functional risk management policy. Although each agency has 
to organise risk management planning from its own perspective, responsibilities, budgetary restrictions and 
capabilities, vertical and horizontal coordination of mechanisms and interoperability between the different 
agencies and administrative levels involved in planning and decision-making are needed to increase societal 
resilience.

Conclusions
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The implementation of risk management policies and measures relies strongly on risk assessment, risk 
management planning and support by advanced scientific and technological methods and tools. The EU, its 
Member States and other stakeholders have identified complementary methods to monitor, measure and 
evaluate the performance and impact of individual projects and programmes. Responsibilities and decision-
making actions shared between the various stakeholders should be in place and clearly determined by 
governance arrangements at all administrative levels, i.e. from local to international. At the levels of the 
EU and Member States, relevant policies and legislative regulations have been developed for engaging 
stakeholders (including local communities, civil society organisations, the private sector and volunteers) in 
the implementation of risk management strategies in all phases of the RMC.

Continuous scientific and technological innovation supports more effective disaster risk management. In 
the preparation phase, one may include the elaboration of both hazard zones and disaster risk scenarios 
for different types of hazards, including multi-hazard risk. Improved management and analysis of data and 
inventories from past disasters support learning to further reduce exposure, vulnerability and, thereby, risk. 
Strengthening and enhancing early warning systems and risk estimation matrices constitute potential and 
promising tools for improving risk management, particularly when complemented by a comprehensive risk 
information communication strategy and effective response procedures, which in turn require well-designed 
standing emergency management plans and procedures.
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