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YOUR EXPERT PARTNER
IN CYBERSECURITY

BUREAU VERITAS CYBERSECURITY

v"Independent cybersecurity expert

v' Testing, inspection and certification company founded
in 1828

v' 400+ staff in Europe, Middle-East & North America

INTEGRATED APPROACH

v' Assess your cybersecurity: using (international)
standards, metrics and certification

v" Improve your security posture

v Integrated approach: people, process and technology

YOUR EXPERT PARTNER IN CYBERSECURITY
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Insurance giant says most US customer
data stolen in cyber-attack ¢

o: J erstock.com]
Ransomware attack kills cow

DeepSeek hit with ‘large-scale’ cyber-
attack after Al chatbot tops app stores |

X

Hackers reportedly compromise Argentina's
airport security payroll system |

# Cyberattack on Australia’s Genea: Stolen Patient
South Africa’s government-run weather service Data Hits the Dark Web |
knocked offline by cyberattack -

WHO’S NEXT? — M USA W Netherlands M Argentina B China [l South Africa M Australia
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Fig. 3 - Distribution of identified malicious codes.
Fig. 1 - Most identified initial infection vector. x A dutase
2.7%
X 4.0% 27% RAT
8% 0’:‘3’; r threat Spyware, Stealer :320’:;
Malicious icatio b an ks H 0% . anking trojan
Maliious appikcaions . State-aligned threat groups Backdioor .oom
Nebshel
9.9% . Y o H ¥ 0.3%
intensified their long-term i
cyberesp/onage campaigns
Fig. 6 - Distribution of assessed objectives.
213% " Phishing 83.5%
Vulnerabilities - 13.4% 7.2% Ransomware

Financially-motivated Cyberespionage

ENISA THREAT Artificial intelligence has

become a defining

LANDSCAPE 2025 element of the threat

landscape

Intrusion activity
remains significant,
with ransomware at its
core

OCTOBER 2025

79.4%
Ideology-driven




ACTORS AND THEIR MOTIVES

VERITAS

You'll never need to work again"
Criminals offer reporter money to hack
BBC I
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STATE

INSIDERS
INVESTIGATIVE CYBER DISGRUNTLED
DISRUPTIVE CRIMINALS
ORGANIZED CRIME SCRIPT KIDDIES
HACKING FOR ACTIVISTS
PROFIT

Children hacking their own schools for 'fun/,

watchdog warns _
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REGULATORY LANDSCAPE
Cenisa  F{OFA B
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PRESS RELEASE | Publication 24 February 2025

Commission launches new cybersecurity
blueprint to enhance EU cyber crisis

coordination =

= Commission
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Cyber Incident Reporting for
~ Critical Infrastructure Act
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Australian Government

TECHNICAL

BEST PRACTICES ey i ATION ENISA THREAT

LANDSCAPE 2025

N THE
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FOR CYBER CRISIS

MANAGEMENT GUIDANCE
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THE FUTURE

Cyber threats: The direct and indirect potential impacts for the next 10 years are expected to be
significantly higher than past losses, with indirect impacts being more pronounced due to cascading effects

""" CYBER THREATS

v | o
Larmassanm

Artifical Intelligence
. Insufficient understanding of Al impacts on society and environment
* . Lack of specific standards and codes of practice

* Analysis of Risks Europe Is fadng B Widespread adoption of trustworthy Al practices across industries is needed
n onclyses of cenrend Qi eTieTgIn vk '
3N Cyber incidents in healthcare

. Incident characterisation in health settings; Long-term effects on patients
. Standardised reporting requirements; Cybersecurity resource allocation

. Staff awareness and training; Incident response planning and coordination

Cybersecurity
. Political willingness to invest; Lack of standardised methodologies implementation
. Correct implementation of existing methodologies and good practices

Disinformation

. Analysis of trends in climate change, migration, public health

. Lack of legal mandate to profile accounts that spread misinformation
. Lack of access to data from social media platforms

M Research Gaps m Policy Gaps m Operational Gaps 12
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RANSOMWARE ECOSYSTEM
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RDP Netherlands 1KK revenue K E LA\T

By barf, 3 hours ago in Auctions

barf Posted 3 hours ago
megabyte
'Y user access, oTpaboTka 0TX040B, NPOW3B0OACTEO/NPOAAKA CTPOAMATEPUANOE, 3 pC ip scanner

waste processing, production / sale of building materials

ip: 188.126
Start: 10%
Paid registration Step: 103
09 Blitz: 100%
57 posts
Joined KoHel aykunoHa: 7 YacoB nocne nocneaHen crasku
07/15/20 (ID: 106377) 4 aykLhoHa: en
Activity

aomeHel [ domain
+ Quote

jabber: android88@exploit.im

Initial Access
Brokers
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NooSphere
byte
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Paid registration
05
5 posts
Joined
07/08/21 (1D: 118046)
Activity
opyroe | other

- 10 ADMIN access Citrix/vpn/rdp usa,eu

By NooSphere, Tuesday at 11:13 PM in Auctions

Posted Tuesday

NooSphere
byte

Hi,

Mumber of acct

Type : Citrix v
GEO : USA,IT,
Rights: ADmin

Paid registration

©5
5 posts
Start : 3k Joined
. 07/08/21 (ID: 118046)

Step : 500% Activity
Blitz : 5k apyroe | other
PPS: 12h
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Initial Access

K Brokers j

Posted yesterday at 03:08 PM

KELAY

Some of the list revenue:

Revenue:<$5 Million
Industry:Metals & Minerals , Metals & Mining.

Revenue: <$6 Million
Industry: PACKAGING and PLASTIC INJECTION fields.

Revenue: <€77 million
Industry: Commercial vehicle market , Air Spring solutions for bus truck and trailer applications.

Revenue: <$22 Million
Industry: Software solutions, ingenering

Revenue: $325.11 Million
Industry: Miscellaneous Durable Goods Merchant Wholesalers ,Merchant Wholesalers, Durable Goods
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RANSOMWARE

THE BUSINESS MODEL ( \
<>
- - Initial Access
Intnemaitrix Fosted October & Brokers
o \ %
. GEO : EU

Admin Access with Share rights on folders of a lawyer/solicitor firm .
Access to their documents pdf s B T - =

iInthemaitrix1 Posted Thursday at 09:51 AM
Start : 30003 byte
Step 300% ® SALE 30% OFF
Paid registration Blitz : 50003
013 5 months later!
14 nosts _ Start : 2000%
4 -. Ll pps : Eh
Joined SLE[J 200%
D6/25/20 (ID: 105713) _
Activity Blitz : 4000%
kapauHr [ carding
Deposit
0.002488 B Paid registration pps : 4h
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9" Ra nsomware HEQOtlatlon(s) W|th m Hello. You've reached Akira support chat. Currently, we are preparnng the list of

data we took from your network. For now you have to know that dealing with

us i1s the best possible way to settle this quick and cheap. Keep in touch and be
patient with us. We will reach out to you soon. Do you have a permission to
conduct a negotiation on behalf of your organization? Once we get a response
you will be provided with all the details.

‘@' We are a non-profit. We don’t have much money.

update for me?

We won't ask much money. We will ask what you can afford.

Wait a bit.

@ payment has been sent
@ please confirm you received it

Deletion [redacted].txt // 2.05 MB

Initial access to your network was purchased on the dark web. Then
kerberoasting was carried out and we got passwords hashes. Then we just
bruted these and got domain admin password. Spending weeks inside of your
network we've managed to detect some fails we highly recommend to
eliminate: 1. None of your employees should open suspicious emails,
suspicious links or download any files, much less run them on their computer.
2. Use strong passwords, change them as often as possible (1-2 times per
month at least). Passwords should not match or be repeated on different
resources. 3. Install 2FA wherever possible. 4. Use the latest versions of
operating systems, as they are less vulnerable to attacks. 5. Update all software

We confirm the receipt. Please wait.

@ How long do you think it will take?

versions. 6. Use antivirus solutions and traffic monitoring tools. 7. Create a

e Jump host for your VPN. Use unique credentials on it that differ from domain

one. 8. Use backup software with cloud storage which supports a token key. 9.
Instruct your employees as often as possible about online safety precautions.
The most vulnerable point is the human factor and the irresponsibility of your
employees, systemn administrators, etc. We wish you safety, calmness and lots
of benefits in the future. Thank you for working with us and your careful
attitude to your security.

unlocker.exe -p="path_to_unlock” unlocker.exe -s="C:\paths.btt" where
"paths.txt” is a list of paths for the decryptor. each path on a new line same
arguments work with the esxi decryptor
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HOURS MINUTES SECONDS

23 17 52

Borets (Levare.com)

Borets (Levare.com) is Headquartered in Houston, Texas, with an
international headquarters in Dubai, Borets is a global provider
specializing in the engineering, manufacture, sales and service of
Electric Submersible Pump systems. Uploaded Data Size: 1TB

[l pelete All Data W Download data now!

500000% 500000%

e Ransomware.live
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PHASES V.S. ACTORS

Objectives

Initial Access . Affiliates
Brokers Affiliates & Operators
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cyberattacks on critical SOCEDAL Y e, | ouw USRS
/ H = TREATMENT 050 = ;
infrastructure and deliberate Bl e () == [ERES
disruptions to energy supplies, o === ][]

" RELIABRITY, FORESIGHT
AVAILABILITY CAPABILITIES

pose evolving geopolitical risks
that challenge traditional
security paradigms’— JRC
Publication page 53 e

MATION

§§§ HYbrid COE SERVICES SPACE

The Comprehensive Resilience
Ecosystem (CORE) model CORPORATE PRESENTATION 33
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Key Ransomware Findings

2 ()
5| ga0y, C%.JGO%

North America \

Ransomware attacks against industrial Dragos tracked 60 percent more of all ransomware attacks targeted 1,171
organizations increased ransomware groups impacting manufacturing entities in 26 unique

87 percent over the previous year. OT/ICS in 2024.

manufacturing subsectors.

A

Middle

. 2023
T East > 9

| Africa | ﬁ ¢ O |__l ﬁ

South America Nﬁﬁg;gﬁd ..L-‘L 5 0 0/0 @ 28 0/0 = I 70 0/0

Key Ransomware Findings

Ransomware attacks against industrial Dragos tracked 28% more of all ransomware attacks targeted 638
organizations increased ransomware groups impacting manufacturing entities in 33 unique
50 percent over last year. ICS/OT in 2023, manufacturing subsectors.
Manufacturing . . . . .
1,471 » In 2024, Dragos observed 1,693 industrial organizations with
= sensitive data and information posted onto various ransomware
@ Industrial Control Systems 115} Transportation A oil &Gas Ig Communications y . .
groups’ dedicated leak sites.
ﬁf Electric % Government = Water = Mining &% Renewables il Datacenter “It IS Very llkely ransomware Opel’atOI’S In 2024 Implemented some

level of victim selection with a preference towards organizations
with a low tolerance for downtime.”




BV INSIGHTS

VSecura

A DUREAU VERITAS COMPANY

REPORT

Cybersecurity threats and measures for
the solar power sector

Publication version

Versian 1.0 Report Public version solar power threats.docy
October17, 4

| BUREAU |
VERITAS
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DISINFORMATION

®8® Hybrid CoE Research Report 15
Countering disinformation in the
CYBER THREATS Euro-Atlantic: Strengths and gaps

Artifical Intelligence
. Insufficient understanding of Al impacts on society and environment
. Lack of specific standards and codes of practice

. Widespread adoption of trustworthy Al practices across industries is needed

Cyber incidents in healthcare (‘\

. Incident characterisation in health settings; Long-term effects on patients
. Standardised reporting requirements; Cybersecurity resource allocation

. Staff awareness and training; Incident response planning and coordination

Cybersecurity )

. Political willingness to invest; Lack of standardised methodologies implementation

. Correct implementation of existing methodologies and good practices

Disinformation

. Analysis of trends in climate change, migration, public health

. Lack of legal mandate to profile accounts that spread misinformation
+ .
. Lack of access to data from social media platforms Hybrid CoE Jakub Kalensky, Heidi Hanhijarvi - September 2025

36



OPERATION FALSE FACADE
)

- \ Integration \

Russian
Diplomatic Non-attributed
o o e & Accounts channels

Pravda Ecosystem- Russian State
Portal Kombat affiliated/controlled

e ——

CASE:

Zelensky purchases
King Charles’ Highrove House

https://euvsdisinfo.eu/building-a-false-facade/
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CRISIS MANAGEMENT IN THE FORESIGHT
CONTEXT

These documents have revealed persistent gaps in how risks are

assessed and managed particularly regarding cross-border and

systemic threats. They also point to the need for a more forward-

looking, anticipatory approach to disaster and crisis management
across Europe. — Page 12

Strengthening the resilience of EU border regions DG-REGIO
2024 Focuses on gap analysis of EU border regions identifying
risks, vulnerabilities and gaps in crisis management tools and
governance readiness and provides recommendations for
improving data availability and quality — Page 16

OOOOOOOOOOOOOOOOOOOOO
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CYBER CRISIS MANAGEMENT

INTERNATIONAL ISO

STANDARD 22361 ;adia | National Cyber
’é"’.ﬁ Security Centre

enisa 20 = ! enisa O]
ph’ :

It's time to act

Open your eyes to the imminent risk to your economic securi

Security and resilience — Crisis
management — Guidelines

Sécurité et résilience — Cestion de crise — Lignes directrices

TECHNICAL
IMPLEMENTATION
GUIDANCE

BEST PRACTICES
FOR CYBER CRISIS
MANAGEMENT

%

S

Annual Review 2025

& B

-
e\
- | ¥

FEBRUARY 2024 JUNE 2025, VERSION 1.0
Ees -4

CORPORATE PRESENTATION 40



INTENSITY

A HOLISTIC APPROACH
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Digital Forensics &

PREPARE

Learn

\/\Exerdse
Train

Setup & HElL g g

Governance Q

g S
BUILDING CYBER RESILIENCE ﬂ

CYBER INCIDENT

~
Cdd

TIME

Incident Response

Crisis Management

Business Continuity

RESPOND & RECOVER
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SUMMARY

O The JRC publication on emerging risks places cyber threat emphasis on:
QArtificial Intelligence
QCyber incidents in Healthcare
dStandardisation of cyber security methodologies
QDisinformation

O The general cyber threat is growing in number and sophistication. Ransomware and hybrid
insights were shared.

O Big drive for organisational cyber crisis preparedness and cross-border cooperation

O Foresight: Cyber threats - The direct and indirect potential impacts for the next 10 years are
expected to be significantly higher than past losses, with indirect impacts being more
pronounced due to cascading effects on technology-reliant systems.

OOOOOOOOOOOOOOOOOOOOO
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Shaping a World of Trust
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