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YOUR EXPERT PARTNER 
IN CYBERSECURITY

✓ Independent cybersecurity expert

✓ Testing, inspection and certification company founded 

in 1828 

✓ 400+ staff in Europe, Middle-East & North America

I N T E G R AT E D  A P P R O A C H

✓ Assess your cybersecurity: using (international)     

standards, metrics and certification

✓ Improve your security posture

✓ Integrated approach: people, process and technology

B U R E A U  V E R I TA S  C Y B E R S E C U R I T Y
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OUR MARKETS

P R O D U C T  

M A N U FA C T U R E R S
Consumer Products | Automotive | Medical 

devices | Industrial Products | Network Devices 

P U B L I C
Government | Education | Health

F I N A N C E
Banking | Insurance | Pension | 

Financial Services

T E C H N O L O G Y
IT | Telecom | Media | 

Digital Service Providers

D E F E N S E  &  S A F E T Y
Military | Law enforcement | Judiciary | Public Safety

I N D U S T R I A L
Critical Infrastructure | Energy & Utilities |

Water Management | Process Industry | 

Operational Technology | Food & Beverage |

Marine & Offshore
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GLOBAL CYBER IN THE NEWS
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W H O ’ S  N E X T ? USA Netherlands Argentina China South Africa Australia
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THREAT LANDSCAPE
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Intrusion activity 

remains significant, 

with ransomware at its 

core

Artificial intelligence has 

become a defining 

element of the threat 

landscape

state-aligned threat groups 

intensified their long-term 

cyberespionage campaigns
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THE FUTURE 
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Cyber threats: The direct and indirect potential impacts for the next 10 years are expected to be 

significantly higher than past losses, with indirect impacts being more pronounced due to cascading effects 

on technology-reliant systems. 
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THE BUSINESS MODEL

RANSOMWARE

Initial Access

Brokers

5 months later!
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THE PHASES

In Through Out
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HYBRID THREATS
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‘Hybrid threats, including 
cyberattacks on critical 

infrastructure and deliberate 
disruptions to energy supplies, 
pose evolving geopolitical risks 

that challenge traditional 
security paradigms’ – JRC 

Publication page 53

The Comprehensive Resilience 
Ecosystem (CORE) model



Dragos 2025 OT Cybersecurity Report A Year in Review

2024

2023

➢ In 2024, Dragos observed 1,693 industrial organizations with 

sensitive data and information posted onto various ransomware 

groups’ dedicated leak sites.

“It is very likely ransomware operators in 2024 implemented some 

level of victim selection with a preference towards organizations 

with a low tolerance for downtime.” 
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BV INSIGHTS
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DISINFORMATION



37

OPERATION FALSE FACADE

https://euvsdisinfo.eu/building-a-false-facade/

https://euvsdisinfo.eu/building-a-false-facade/
https://euvsdisinfo.eu/building-a-false-facade/
https://euvsdisinfo.eu/building-a-false-facade/
https://euvsdisinfo.eu/building-a-false-facade/
https://euvsdisinfo.eu/building-a-false-facade/
https://euvsdisinfo.eu/building-a-false-facade/
https://euvsdisinfo.eu/building-a-false-facade/
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CRISIS MANAGEMENT IN THE FORESIGHT 
CONTEXT

39

These documents have revealed persistent gaps in how risks are 
assessed and managed particularly regarding cross-border and 
systemic threats. They also point to the need for a more forward-
looking, anticipatory approach to disaster and crisis management 

across Europe. – Page 12

Strengthening the resilience of EU border regions DG-REGIO 
2024 Focuses on gap analysis of EU border regions identifying 

risks, vulnerabilities and gaps in crisis management tools and 
governance readiness and provides recommendations for 

improving data availability and quality – Page 16
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SUMMARY

42

❑ The JRC publication on emerging risks places cyber threat emphasis on:

❑Artificial Intelligence

❑Cyber incidents in Healthcare

❑Standardisation of cyber security methodologies

❑Disinformation

❑ The general cyber threat is growing in number and sophistication. Ransomware and hybrid 
insights were shared.

❑ Big drive for organisational cyber crisis preparedness and cross-border cooperation 

❑ Foresight: Cyber threats - The direct and indirect potential impacts for the next 10 years are 
expected to be significantly higher than past losses, with indirect impacts being more 
pronounced due to cascading effects on technology-reliant systems. 
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ANY QUESTIONS?
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